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Abstract

A virtual organization (VO) is a group of organizations that have banded together to achieve

a common goal. Often a VO could function more e�ectively if its members were willing to

share certain information with one another. However, some of the information may be

sensitive, and a typical VO member will not want to share its own information with others,

because the member will not bene�t directly from the information’s reuse, yet will be blamed

if the reuse turns out badly.

Many of the challenges in trying to encourage VO members to share information have

roots in traditional approaches to authorization, which try to eliminate risk for individual

VO members, rather than maximize VO productivity while bounding risk. In this thesis, we

explore two approaches for VOs to encourage ad-hoc information sharing in an economically

sustainable manner without taking on excessive risk. These two approaches can be mixed

and matched as appropriate for a particular VO.

The �rst approach, portfolio optimization, maximizes the VO’s bene�ts from sharing,

while bounding the volatility (risk) associated with those bene�ts. This framework addresses

two core problems not handled by prior work. The �rst is to account for VOs with di�erent

decision making styles characterized by a risk aversion index. The second is the assessment

of risk from the perspective of the entire VO, including the impact of correlated transactions

whose risks may be super-additive or sub-additive.

In the second approach, insured access, the VO uses an insurance scheme to reimburse

damages to VO members attributable to sharing their own information. We show how

to estimate the risk associated with an insured access, i.e., the probability distribution of

future damages to the VO member providing the information. We also show how reinsurance
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can cap the risk associated with rare events, and propose pro�t-sharing and fee-for-service

schemes to ensure that information providers directly bene�t from insured access.

Because human decision-makers are in
uenced by many factors other than the mathe-

matical formulations that underlie insured access, we conducted experiments with humans

through a crowd-sourcing service. Our experiments found that over half of the participants

chose to use insured access to obtain information that was highly likely to signi�cantly im-

prove their performance in a simulated supply chain scenario, even though the price of the

insurance required for the access was subjectively high. We also found that three-quarters

of all information producers in our experiments agreed to share sensitive information about

their business with insured access when simple administrative procedures, straightforward

accountability for and recognition of harm in the rare cases where it does occur, appropriate

compensation levels for harm, and attractive pro�t-sharing are in place. This suggests that

insured access can bene�t a VO, even when human decisions are involved.
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Chapter 1

Introduction

A virtual organization (VO) is a group of organizations that have banded together to achieve

a common goal. Travica [85] de�nes a VO as a new organizational form that manifests itself

as a temporary or permanent collection of geographically dispersed individuals, groups or

organizational units, all of which may or may not belong to the same parent organization.

Example virtual organizations include a consortium of companies responding to a business

opportunity, agencies working together to respond to a 
ood or nuclear disaster, and intelli-

gence organizations trying to combat terrorism. Any su�ciently large organization operates

as a VO, because its internal divisions have their own vested interests that do not always

align with the VO’s best interests.

For example, in the computer industry, Sun Microsystems (now owned by Oracle) is a

highly decentralized organization comprised of independently operating companies [29], each

of which may be considered a member of the overarching Sun VO. Sun sets up additional VOs

in the form of \SunTeams," whose members operate across time, space, and organizations to

address business issues. Sun managers identify key customer issues and then form teams with

the skills and knowledge needed to address the issue. This team might include Sun employees

from sales, marketing, �nance, and operations from multiple countries, and even customers

and suppliers from outside Sun. For a SunTeam virtual organization to be successful, it

needs to include all the key stakeholders and expertise, have a clear purpose that binds its

members together, and establish e�cient channels of communication between the members.

Some members in a VO may hold information that is useful to other members, and

VO members often need to share information with each other to be successful in achieving

the shared goal. If the members are able to access information from each other, they
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will be able to do their jobs better and complete tasks that are bene�cial to the VO as a

whole. For example, the customers on a SunTeam may have a much better understanding

of their requirements than do other members of the SunTeam, and this understanding

may be critical for achieving the SunTeam’s mission. However, the useful information may

also be sensitive. For example, the Sun customer’s requirements may involve details of

future software products that have not yet been made public, or sensitive information about

projected sales, critical bugs, market evolution, or competitive analyses. Accesses to such

sensitive data must be carefully guarded, and permissions to use the data must be subject

to rigorous control.

Information sharing in a VO usually requires a VO member to take information that

it assembled for its own internal purposes and goals, and release it to another member

for a di�erent purpose. Since the �rst member { the information producer { has set the

access control policy to match its original intended internal use for the information, sharing

requires policy changes. Further, the producer will usually be blamed if another VO member

{ the information consumer1 { misuses the information, and will not directly bene�t if the

consumer makes good use of the information.

Thus, a VO’s producers are often reluctant to share, which is rational from a self-

interested point of view. For example, this is one reason why the FBI and local law enforce-

ment agencies are reluctant to share information with one another. As another example,

the research arm of an enterprise often �nds it hard to get real user data from the product

arm, even though the enterprise as a whole might bene�t. Another example is a consortium

of big pharma. All participating pharmaceutical companies can bene�t from past clinical

trial data for diseases such as cancer to speed up the lengthy drug research and develop-

ment process, but they are reluctant to share such data because of the concerns about giving

away competitive advantages and also because they fear data sharing would violate patients’

privacy.

The misaligned incentives for sharing stem from traditional approaches to authorization,

which try to eliminate risk for individual VO members, rather than maximize VO productiv-

1A member may both produce and consume information.
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ity while bounding risk. Traditional access control frameworks treat data requests as binary

yes-no decisions, which may be too rigid. Surely, accesses that are useful and carry no risks

should be granted, while accesses that pose clear and serious risks should be denied. In

less clear-cut situations, however, individual requests need to be assessed for their trade-

o�s in costs associated with risks against bene�ts. Presumably, requests whose expected

bene�t-cost ratios are higher than a threshold should be allowed. Determining the right

threshold can be a di�cult problem, however, since a large number of risks that make sense

individually may pose a serious concern when they are added up. Technically speaking, it

is not even clear what \adding up" risks means exactly, since with correlated data accesses,

their risks may be super-additive or sub-additive. Hence it is not possible to determine a

priori whether a certain data request should be granted or not, by considering each such

request in isolation. A liberal organizational policy to set the binary threshold may make

the VO vulnerable to excessive risk taking. Overly conservative organizational policies, on

the other hand, may lead to undesirable practices such as permission creep [79]. Further, a

slow review process for requests for information sharing may make a request irrelevant by

the time if it is granted or denied. For example, aerial photographs of a city may be taken

for one purpose during a war, and classi�ed accordingly. A second mission for which they

would also be helpful will most likely be long over by the time a request to access the maps

for the second purpose is reviewed.

More recently, a paradigm of risk-based access control was advocated in the JASON

report [35]. In risk-based access control, a VO allocates \risk tokens" to its members, which

they can use to \pay" for risky accesses to information that would not otherwise be allowed.

This paradigm allows more 
exibility in granting accesses to sensitive data, compared with

binary control. It recognizes that certain data accesses may carry risks, but it may still be

prudent to grant them as long as the resulting risks can be appropriately managed. However,

it is not clear why producers would want to participate in a risk-token-based economy, or

whether the VO would really bene�t. If another VO member misuses the shared information,

why would the tokens paid for access be considered adequate recompense for the harm caused

to the producer? Token-based economies also face other challenges as well. VO members
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may hoard tokens in anticipation of future shortages, spend leftover tokens carelessly at the

end of a �scal period, or be unable to obtain tokens when they truly need them.

To summarize, we want an information sharing scheme for a VO that meets the following

criteria:

� Decisions on whether access is to be granted, i.e., a particular piece of information is

be shared with a particular requestor, should be made quickly.

� Producers should be compensated fairly for the bene�ts to the VO that result from

sharing their information, and for any damage they incur as a result of sharing.

� The information-sharing scheme should encourage consumers who are good risk-takers

and discourage those who are bad risk-takers, as de�ned by the bene�t and harm that

their sharing produces for the VO and its members.

� The VO must be able to limit the chance that harm to the VO or its members due to

information sharing will exceed a given maximum amount. This limit must be valid

even if never-before-seen harmful events occur.

In recent decades, the business community has bene�ted from the use of actuarial meth-

ods to manage many kinds of business risks, but information sharing has not been among

them. In this thesis, we address this gap by introducing approaches to incentivize informa-

tion providers to allow risky accesses that are likely to bene�t the VO. More precisely, we

propose the following:

� Insured access, an insurance-based approach to access control that compensates pro-

ducers for harm attributable to sharing their information.

� Portfolio optimization to allow a VO and its members to maximize the likely bene�ts

of risky accesses to shared information, while capping the exposure to risk.

Risk management is a pervasive concern for leaders of any organization. Insured access

and portfolio optimization focus on two di�erent aspects of risk management: compensating

the VO’s producers for harm and ensuring that the risky accesses allowed by the VO are
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those are likely to bene�t it most. The two techniques can be mixed and matched as

appropriate for a particular VO and information sharing scenario.

1.1 Research Contributions

The main contribution of this thesis is to show that VOs can encourage ad-hoc information

sharing in an economically sustainable manner without taking on excessive risk.

Portfolio Optimization Our work on the portfolio optimization approach makes the fol-

lowing contributions:

� We propose an approach to information sharing that seeks to maximize expected

bene�ts while bounding risks below a given threshold.

� We show how portfolio optimization is adaptable to VOs with di�erent decision

making styles, as characterized by a risk aversion index.

� We show how portfolio optimization supports the assessment of risk from the

perspective of the entire VO, including the impact of correlated transactions

whose risks may be super-additive or sub-additive.

� We provide e�ective algorithms for deciding which accesses to allow under port-

folio optimization.

Insured Access Our work on insured access makes the following contributions:

� We propose economically sustainable methods for a VO to determine the price (in-

surance policy premium) for a particular information access and decide whether

to grant a particular access request, given a bound " on the risk that the VO and

its members are willing to tolerate.

� We show that under insured access, information providers can expect to bene�t

from sharing and providers will have recourse when information sharing turns

out badly for the provider, with probability closely related to ".
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� We demonstrate the use of insured access in a simulated map-sharing scenario,

and show that the system behaves as predicted.

� We demonstrate the use of insured access in a simulated supply chain scenario,

and show that insured access can bene�t a VO, even when human decisions are

involved.

1.2 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 gives background on risk man-

agement in the context of access control and discusses related work. Chapter 3 describes

the portfolio optimization approach, which maximizes expected bene�ts while limiting risk.

Chapter 4 presents insured access, which aims at protecting information producers against

damage they incur due to sharing their information. Then, Chapter 5 discusses how crowd-

sourcing experiments done with humans validate the use of insured access. Finally, Chapter 6

concludes the thesis and provides directions for future work.
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Chapter 2

Background

In this chapter, we give essential background for this thesis. First, we discuss the access

control problem and de�ne the context in which the proposed optimization framework is

expected to apply. Then, we discuss related work in optimal selection of portfolios of

�nancial transactions.

2.1 Risk Management in Access Control

Traditional access control inside a single organization treats access requests as binary yes-no

decisions. When a new data item is created, its producer traditionally makes a one-time

static decision on who will be allowed to access that item in the future. Usually this decision

is aligned to the purpose for which the data was originally gathered. Potential consumers

from outside the organization are not usually allowed access. In a VO, the situation is

di�erent. Typically, the VO cannot accomplish its mission e�ectively without some degree

of sharing of resources. The question becomes, what information should be shared, to further

the purpose that has brought the VO together? From a traditional perspective, accesses

to data that are bene�cial and carry no risks should be granted. On the other hand, if a

request, once granted, will raise major security issues, violate the law, breach ethics, or likely

lead to abuses, then the request should be denied. In less clear-cut situations, however, one

may have to evaluate a data request for both its potential bene�ts and potential harm.

The VO may then grant the request if the potential bene�ts signi�cantly outweigh the

potential negative consequences of the access. Determining the bar for signi�cant enough

is a di�cult question at best, however, if not outright impossible. While it is clear that
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the bar should be high enough to prevent accesses that are obviously bad. When potential

accesses are considered individually, however, it could be dangerous to determine that a risk

is justi�able because it looks small enough, or small enough compared to the opportunity

that it enables. This is because as the VO allows more and more accesses whose risks all

look benign individually, these risks will add up so that the VO may enter dangerous ground

without realizing it.

In practice, a VO that uses binary access control may be motivated to set the bar high so

that it will never conceivably accumulate more risks than it should take on. An excessively

high bar, however, restricts the sharing of useful information unnecessarily, thereby impeding

the ability of the VO to exploit valuable opportunities that can help it accomplish its mission.

Moreover, members of a long-standing VO, such as a large company, may be tempted to

counter an overly conservative organizational policy by accumulating access rights over time,

even if they have changed job functions or the material operating conditions have changed,

leading to the problem of permission creep [79].

To address the problem of encouraging appropriate sharing of sensitive defense-related

information in a VO, the MITRE JASON report [35] proposed a risk-based access control

approach. In their approach, principals use risk tokens to purchase access rights to data.

Each token embodies the risk associated with \one-day, soft-copy-only access to one docu-

ment by the average Secret-cleared individual" [35]. The access price is the expected value of

damages due to this access, as determined by an appraiser. The VO decides how much risk

it can handle during the next �scal period, creates that many tokens, and allocates them to

its members. Among other shortcomings, this formulation of risk-based access control does

not e�ectively control the worst-case aggregate damages, and does not distinguish between

good and bad risk-takers. Limiting the number of tokens in circulation sets an upper bound

on the average risk taken on, but does not control the worst-case exposure. The price of an

access is the same, regardless of the track record of the individual and organization mak-

ing the access, so those with good track records subsidize the accesses of those with poor

records.

The JASON report inspired follow-on papers addressing speci�c aspects of a risk-based
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approach, such as how to integrate trust and risk into RBAC [43], consider relative security

risks in RBAC [73], balance the risks and bene�ts [89], combine risk-based access control

with fuzzy logic [39], and allocate risk tokens to VO members [71]. These prior works on

risk-based access control manage risky accesses on an individual basis. VOs need, however,

a decision framework that evaluates the qualities of data accesses from a more global point

of view in order to enable productive information sharing between VO members, while

ensuring prudent risk taking.

To address this problem, in this thesis we assume that the potential bene�ts and harm

of individual access requests can be measured or at least estimated with reasonable accu-

racy. This assumption allows a VO to quantify the e�ects of alternative access decisions

and compare them in a de�nite, albeit probabilistic, manner during decision making, and

measure the quality of the resulting decisions.

The above assumption is used also in proposed market-based systems for access con-

trol [71], which treat data accesses like they are �nancial transactions with measurable

outcomes. Compared with their work, ours makes uncertainty management explicit by

treating the outcomes of data accesses as probability distributions, which also allows us to

consider interesting e�ects such as correlated transactions and hedging. Indeed, we view the

issue of correlated transactions as a fundamental weakness that has not been well addressed

so far in the market-based approach in [71]. While the market approach seeks to bound

the global risk in the system by limiting the number of risk tokens that are in circulation,

it is not clear how a VO can fairly and e�ciently price a risky access based on its global

impact on the VO. This is because the fair price will depend on other accesses that have

been bought successfully by all the VO members, including those which are not involved in

the transaction in question.

One important issue that remains to be addressed is why a self-interested VO member

would be willing to share information it produces. As mentioned earlier, a self-interested

producer may be hurt by sharing, and is unlikely to bene�t. An important related issue

is the need for a clear bound on the worst-case damages that the information producers

in the VO may su�er as a result of sharing. A third open question is how to ensure that
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consumers who abuse shared resources are treated di�erently from those who use them well.

With no incentive for consumers to try to use information well, they may expose the VO to

unnecessary risk. We address these three issues in this thesis.

Token-based approaches face other challenges as well. VO members may hoard tokens

in anticipation of future shortages, spend leftover tokens carelessly at the end of a �scal

period, or be unable to obtain tokens when they truly need them. Cash-based schemes such

has ours will lessen these problems, assuming that VO members spend their cash in the way

that brings them greatest utility, i.e., they behave rationally.

Recent work proposes ways to price access to personal data, such as online behavior and

demographic characteristics, using di�erential privacy and auction mechanisms [49, 76]. Like

the insured access approach in this thesis, these works propose pricing schemes for sensitive

information. However, these works assume that upfront payments are su�cient to entice

providers to participate. This is appropriate for the low-risk settings these works target,

where an individual’s aggregate income from sharing is highly likely to exceed their aggregate

damages, and a very lightweight scheme is required for e�cient deployment. In contrast,

insurance is appropriate for situations where there is a very small chance of very high

damage; insured access targets this high-stakes lawsuit- and investigation-prone territory.

The introduction of an insurance scheme could allow private data pricing schemes to expand

their scope of applicability into riskier territory.

Conversely, insured access could use auction-based data pricing to bring providers higher

pro�ts than the fee-for-service and pro�t-sharing schemes proposed in this thesis. However,

to reach a fair price, auctions need multiple potential bidders. Insured access is aimed at ad-

hoc, non-routine information needs that are too atypical to be institutionalized into a VO’s

role-based access control system. Single-expected-bid auctions will default to the minimum

allowed bid, which is a fee-for-service model. If multiple potential bidders are likely, then

the information need is probably su�ciently routine for the VO to adopt lighter-weight

methods than insured access.

Finally, insured access can bene�t from ways to reduce the sensitivity of shared informa-

tion. For example, if a consumer needs only part of a sensitive map, then removing the other
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parts may greatly reduce the expected damages and hence the price of insurance. A second

technique is to generalize the shared information, e.g., releasing the approximate location of

a gas pipeline rather than its exact location. Di�erential privacy is a third technique, but

today it is practical only when the consumer needs the result of a statistical analysis over

many data items. Di�erential privacy is not yet e�ective when the consumer needs the data

items themselves, such as a set of maps or phone numbers.

Hoo [54] was perhaps the �rst to indicate the potential of using actuarial methods to

manage computer security risk of all types. Hoo’s focus was much broader than ours, and

he did not consider issues speci�c to access control and information sharing, but his working

paper remains an excellent introduction to the topic.

In summary, we claim that insured access is the �rst complete, economically sustainable

system for encouraging appropriate information sharing in VOs.

2.2 Portfolio Management

Techniques for optimizing the return on investments such as stock and bond portfolios are

a topic of intense interest in the �nance industry. A VO’s portfolio can be viewed as the set

of accesses to shared information that the VO has permitted, out of all the requests it has

received. Then the optimal portfolio is the one that is expected to bene�t the VO as much

as possible, while not exposing it to more risk than it is comfortable with.

The Markowitz mean-variance optimization framework [66], which explicitly manages the

risk dimension of investments quanti�ed as the variance of returns, is considered seminal

work in portfolio selection for �nancial investments. The Markowitz optimization aims to

minimize the variance of returns subject to a minimum expected return, or maximize the

expected return subject to a limit on the variance. The latter formulation is similar to the

OPT-VAR problem in Chapter 3, although our problem is discrete and we also propose

another OPT-TAIL problem to allow a VO to focus on particular tail regimes of the return

distribution.

The Markowitz optimization can be solved as a quadratic program using standard tech-

11



niques in convex optimization [66, 67]. However, later work has recognized that the basic

Markowitz framework does not admit several important constraints for practical invest-

ments, such as trading costs and turnovers [74, 70]. The majority of solutions in response

do not apply metaheuristic local search methods, despite their advantage of good practical

performance for problems without a \nice" mathematical structure. An exception is the

work of Crama and Schyns [40], who use simulated annealing to optimize portfolio selec-

tions with attention to trading and turnover constraints. As in the Markowitz problem, they

focus on variance as the only notion of risk, whereas we consider broader de�nitions. The

trading constraints in their environment are not important in our problem context, which

considers risky data accesses allowed by a VO. Further than their work, we model explicitly

the di�erent natures and degrees of risk aversion of VOs that will impact signi�cantly their

decision making.

An analysis of simulated annealing in our speci�c problem context is important, since it

is well known that the structures of speci�c problems will impact the design and complexity

of e�ective search strategies in basic ways [78]. In particular, we show that (i) �nding a

feasible and good initial solution to seed the search in our problem is non-trivial, and (ii)

our problem exhibits disconnected feasible regions that present challenges for \local search"

steps to �nd the global optimum with high probability. We overcome these problems by a

novel uni�ed two-phase algorithm.

Besides its modeling power, the spectrum of risk aversion we consider (in contrast to prior

work in portfolio selection) also has implications on the solution methods. In particular,

for the OPT-VAR problem under independent transactions, we show that risk-neutral and

a type of risk-invariant decision makers can employ an e�cient hybrid greedy algorithm

that (i) can solve the problem to within a constant approximation factor of the optimal

analytically, and (ii) has close-to-optimal performance in various numerical experiments.
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Chapter 3

Portfolio Optimization

Given a set of requested accesses to shared information in a VO, which should be granted

and which denied? In this chapter, we show how to optimize the expected net bene�ts to the

VO of the set of granted accesses, while limiting the potential damage/harm of the accesses

to a level that the VO is comfortable with, according to its risk tolerance. In this chapter,

we show how �nancial portfolio optimization techniques can be used to optimize a VO’s

set of granted cross-organizational accesses. In contrast to prior work on risk-based access

control that manages risky accesses on an individual basis [35, 39, 43, 89], our portfolio

optimization techniques manage such risks in a global sense.

We use the term consumer to refer to a functional unit of the VO that requests to access

data owned by another unit in the same VO, which we refer to as the producer. The same

functional unit can be both a producer and consumer of shared data. When a consumer

wants to access shared data, it submits an access request to the VO for approval. We call

such a request a transaction if it is granted. The set of granted transactions forms a portfolio

owned by the VO.

A transaction is inherently uncertain in that its long-term �nancial impact on the VO is

not known at the time the data access is approved. We assume that from historical data and

other sources, the VO knows the probability distribution associated with potential outcomes

of each transaction. Speci�cally, each transaction, say i, will realize a pro�t (in dollars) for

the VO drawn from a probability distribution denoted by Xi, and losses (i.e., negative

pro�ts) are possible. For a transaction to be helpful to the VO, its expected pro�t must be

positive, and we assume that only such transactions will be considered for inclusion in the

portfolio. However, a positive pro�t in the expected sense is not su�cient by itself, since the
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VO is also concerned about the possibility of losses that it may incur. It aims therefore to

bound the probability that the portfolio will produce a net loss, or more generally a pro�t

that falls short of some threshold denoted by L (in dollars).

To be able to apply portfolio optimization techniques, a VO must consider multiple

access requests at the same time. For example, consumers can submit their data requests

for approval by the VO in rounds. In each round, all the new data requests will compete

for inclusion in the portfolio (which may already have some existing transactions). In

resolving this competition, the VO analyzes the cost-bene�t of each candidate transaction.

We recognize that transactions can be correlated in general, i.e., Xi and Xj may not be

independent for i 6= j. Hence, the cost-bene�t analysis may need to consider groups of

transactions as units, rather than individual transactions. For example, if two transactions

are positively correlated, their risks amplify each other and are thus super-additive, e.g.,

a database join that binds the names of patients to diseases. On the other hand, for two

transactions that are negatively correlated, hedging comes into e�ect to reduce the the

overall risk, in which case the transactions’ risks are sub-additive, e.g., access to �nancial

transactions used to derive an annual report will reduce the risk of access to the report

itself.

A basic measure of the bene�t of a portfolio is its overall expected pro�t for the VO. By

the linearity of expectation, this expected pro�t is simply the sum of the expected pro�ts

of all the transactions that make up the portfolio. Because a portfolio has probabilistic

outcomes, however, its expected pro�t is uncertain. An individual may adjust her value of

the expected pro�t according to the variability of the actual pro�t. How she carries out the

adjustment depends on her attitude towards risk, called risk aversion [75]. In general, if a

risk-averse individual is o�ered the choice between a guaranteed pro�t x and a probabilistic

(i.e., lottery-like) pro�t of expectation y, she will demand a premium of y over x for her

to value both choices as equally attractive. The premiums demanded by risk-neutral and

risk-seeking individuals are zero and negative, respectively.

The cost of a portfolio is designed to measure its overall risk, which re
ects the proba-

bilities and extents of unfavorable outcomes. For example, a risky access that went wrong
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could lead to punitive indemnities for damages or a lawsuit. We assume that each possible

negative event can be quanti�ed as a �nancial loss, and is re
ected in the portfolio’s prob-

ability distribution of pro�ts. A simple but common notion of risk is the uncertainty or

variability of the outcomes. The celebrated Markowitz portfolio optimization problem [66],

for example, aims to maximize the return of a portfolio subject to a risk limit measured as

the variance of the returns. The converse problem of minimizing the variance subject to a

minimum return can be similarly de�ned.

Besides variability, some decision makers may further focus on particular regimes over

which the outcomes vary. For example, a VO may be primarily concerned about the regime

of loss, or even the regime of large losses that threaten its survival. In this case, the variance

of X (the probability distribution of pro�ts for the portfolio) can be assessed relative to the

mean of X . For example, the VO may demand that E[X ] � c � �[X ] exceed some threshold

L, for some small constant c, where E[�] and �[�] refer to the mean and standard deviation

of a random variable, respectively. For example, if X is normally distributed, c = 3, and

L = 0, the VO’s risk management goal is to ensure that the portfolio will be pro�table with

a probability of at least 99.7%.

In this chapter, we formulate the portfolio optimization of risky transactions as a con-

strained optimization problem, i.e., we aim to maximize the overall bene�t of the portfolio

subject to a given risk budget, where the risk budget re
ects the risk tolerance of the VO.

Unlike traditional portfolio optimization problems, our problem is discrete and combinato-

rial in nature. Speci�cally, a transaction that requires b amount of the risk budget must be

allocated that whole amount for it to be feasible. Any partial allocation less than b to the

transaction would be completely useless. For a VO whose initial risk budget is c(c � b),

its risk budget becomes c � b if it allows this transaction. This combinatorial nature makes

our problem reducible to the NP-hard knapsack problem [68], for which a plausible cost-

denominated greedy selection strategy may in fact lead to a solution arbitrarily far from the

optimal.

To illustrate, consider a risk budget of $100 and two competing transactions T1 and T2

whose bene�t/cost numbers are $10/$1 and $100/$100, respectively. The cost-denominated
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Figure 3.1: System Model for Portfolio Optimization Approach

greedy strategy �rst includes the transaction with a higher bene�t per unit cost, namely T1.

After that, however, the remaining available cost budget is $99. This remaining budget is

completely wasted because it is less (albeit just a little bit less) than the cost required by

T2, although T2 would have provided a $100 bene�t had it been included in the portfolio.

3.1 Problem Formulation

In this section, we formulate the risk-aware access control problem. We �rst de�ne our

system model for the portfolio optimization approach (see Figure 3.1), then we de�ne the

optimization problems.

Consider a virtual organization V O = fO1; : : : ; Omg comprising m member organiza-

tions. We further assume the existence of �nite sets U and R denoting users and resources,

respectively. Let U and R be �nite sets denoting the VO’s users and resources, respectively.

Finally, we let T represent the set of valid timestamps.

Most accesses within the V O will be governed by the use of a standard access control

scheme (e.g., RBAC [47, 77]). However, risk-aware access control can be used to override

default sharing decisions when atypical sharing may lead to unexpected pro�t opportunities.
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We employ a fairly generic model of risk-based access control that subsumes several proposals

in the literature [44, 35, 89, 38, 82]. In particular, let Q = U � R � T � X denote the set

of access requests, where (ui; rj ; t; Xij) 2 Q denotes that user ui wishes to access resource

rj at time t, where Xij is a probability distribution over the pro�t (in dollars) that the VO

expects to derive from the requested access.

We assume that the risk-aware access control scheme records two types of long-term state:

an active portfolio and a history of allowed accesses. The VO’s portfolio is an element of 2Q

that represents the risky accesses currently granted by the VO, but whose pro�ts are not

yet realized. History, on the other hand, is a record of risky accesses that have been granted

by the VO and whose pro�ts are known. History is represented as an element of 2H, where

H = U � R � T �Z; an element (ui; rj ; t; p) 2 H denotes that user ui was granted access to

resource rj at time t, and the (possibly negative) pro�t from that transaction was p.

The actuarial literature shows that risks can be modeled nicely using the exponential

family of distributions. By assuming risks follow such distributions, we can use maximum

likelihood estimation techniques [37] to estimate parameters of distributions Xij with the

VO’s history providing ground truth. From the risk analysis standpoint, negative tail parts

of distributions corresponding to rare events are of interest, and extreme value theory can

help estimate the tail distributions that lack su�cient history [50]. Thus, it is certainly

possible to estimate risk distributions. We do not show an example for this due to the

di�culty of obtaining real data. However, real organizations routinely estimate risks using

actuarial science, and we are demonstrating the application of these techniques to access

control.

As explained earlier, to employ portfolio optimization techniques, requests to access re-

sources are batched by the risk-aware access control scheme, which then adjusts its portfolio

in epochs (e.g., hourly or daily). Data accesses which were active at the start of an epoch,

but whose pro�ts became known within the epoch, will be removed from the portfolio at

the epoch’s end and recorded in the history. Within this context, we attempt to answer the

following question:

Given a portfolio P 2 2Q at the end of the current epoch, and a set of incoming
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Table 3.1: Notations Used in Chapter 3

Symbol Meaning

E[�] Expected value of a random variable
V ar[�] Variance of a random variable

�[�] Standard deviation of a random variable
Cov[�; �] Covariance of two random variables

U(�) A VO’s utility function for money
U 0(�) First derivative of a function
U 00(�) Second derivative of a function
V al(�) Objective value achieved by a portfolio

r(�) VO’s index of risk aversion

requests Q 2 2Q, what is the optimal portfolio P 0 = P [ Q0, where Q0 � Q for

the VO to carry into the next epoch?

We now formulate the optimization problems for a VO to select the optimal P 0. Without

loss of generality, we assume that the original portfolio P is empty. To simplify notations, we

enumerate the granted data accesses fXijg as a list of transactions indexed by i, and use Xi

to denote the pro�t distribution of the ith transaction. For a portfolio with n transactions,

the pro�t distribution of the whole portfolio is given by

X =
n
X

i

Xi:

If the transactions are independent, X is given by the convolution of the Xi’s. Furthermore,

if each Xi is normally distributed, then X is also normally distributed and can be completely

characterized by V ar[X ] =
P

i V ar[Xi] and E[X ] =
P

i E[Xi]. If the transactions are

correlated, it will be hard to characterize X completely, although the portfolio optimization

problem can still be solved by key �rst- and second-order statistics of X . We now proceed

to formulate two important forms of the portfolio optimization problem, using the notation

in Table 3.1.
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3.1.1 Bene�t Model

As a �rst approximation, a portfolio is more attractive if it has a higher expected pro�t,

i.e., it is likely to make more money on average. Beyond average performance, however, the

perception of decision makers towards possible uncertainty of the performance is important.

We account for this perception by the notion of risk aversion in this section.

The notion of risk aversion can be well illustrated by a popular TV game show called

Who Wants to Be a Millionaire. In the game, a contestant randomly selects a box among

n boxes in the beginning. Each box holds an amount of money, and the amounts of the

set of boxes are known. At each round of the game, a box not held by the contestant is

opened to reveal its dollar amount. The host then o�ers to buy the contestant’s box for x

dollars. If the contestant accepts the o�er, she wins x dollars. If the contestant does not

accept any o�ers until the end of the game, she wins the money in the box she selected at

the beginning.

When given an o�er, the game contestant chooses between the certainty of receiving x

dollars and a \lottery" of winnings whose expected value is y. Typically, x is signi�cantly

less than y, but in many cases, real contestants �nd the choice di�cult and some will accept

the host’s o�ers. Clearly, the audience takes interest in observing how a contestant will

make her decisions, perhaps while also comparing her decisions with those they would make

in the same situation.

A contestant can be viewed as considering the \premium" she is willing to pay in order

to avoid the uncertainty of a lottery and receive the expected winning with certainty instead.

If y � x is less than the premium, the contestant takes the o�er, or else she keeps playing.

Di�erent individuals have di�erent degrees of risk aversion. If a utility function exists for an

individual to rank her preference between any two lotteries, her decision under uncertainty

of the outcomes can be completely determined. Speci�cally, if the function returns a higher

number for one lottery than the other, she chooses the �rst one. She is indi�erent if the

utility numbers are the same.

VOs are organizations of people, and we expect that a culture of risk taking will develop

for them. Hence, utility functions characterizing the risk preferences of VOs are meaningful.
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According to Pratt [75], the premium p a VO is willing to pay to avoid the lottery X is given

by

U(E[X ] � p) = E[fU(X)g];

where U(�) is the utility function of the VO for money. If the VO is risk-averse, U is

a concave function, i.e., the marginal utility of more money decreases with the original

amount of money. The function is convex if the VO is risk-seeking, and linear if the VO is

risk-neutral. In the context of access control, VO members access data to achieve VO goals.

As such, good accesses carry monetary bene�ts (positive utility) and improper accesses or

misused information carry with them monetary costs (negative utility). This notion of utility

is more general than access control, but as long as access control has wealth implications,

how one values money is a basic consideration.

Solving for p, we can show that the premium the VO is willing to pay (up to �rst order

in a Taylor series expansion) is proportional to the index of risk aversion [75] r(�) evaluated

at E[X ]. Speci�cally, we have

p =
1

2
V ar(X) � r(E[X ]) + lower order terms;

where r(x) = � U 00(x)
U 0(x) . For our portfolio optimization problem, we use the main term of the

premium p to discount the value of an expected pro�t by the variability of the actual pro�t.

Speci�cally, we de�ne the objective function of our problem as

E[X ] �
1

2
V ar(X) � r(E[X ]); (3.1)

where X is the random variable for the distribution of pro�ts of the portfolio. Note that

our variance notion of risk is associated with the variance of pro�t distribution of the set of

allowed transactions that embody a portfolio, and not for individual accesses independently.

Notice that U 0 is non-negative since U is an increasing function, i.e., more money is

always welcome by the decision maker. Hence, the sign of the second term depends on

the sign of U 00. Recall that for a risk-averse individual, U is concave and hence U 00 is

20



negative. This means that risk aversion results in a true (positive) discount to the expected

pro�t as bene�t. On the other hand, the discount is zero for a risk-neutral individual, and

it is negative for a risk-seeking one (i.e., the risk-seeking decision maker in fact derives a

positive value from the uncertainty). Moreover, the index of risk aversion does not have to

be a constant function. For certain risk-averse decision makers, for example, r(x) may be

a decreasing function of x, i.e., the decision maker becomes less risk averse as her wealth

increases.

One form of utility function that is widely used in the insurance industry is the expo-

nential utility function:

U(x) = 1 � e��x:

In the above, � denotes a constant index of risk aversion for the decision maker. Since

� is positive, this utility function models a risk-averse decision maker, whose level of risk

aversion does not change with her wealth. For this reason, we call a decision maker whose

utility function can be modeled using the above exponential function risk-invariant.

3.1.2 Cost Model

The VO aims to maximize the objective function (3.1) subject to a cost constraint. The

constraint allows the VO to bound the amount of risk in its portfolio to within a certain

risk tolerance. We now de�ne two interpretations of the risk amount. These interpretations

de�ne the meaning of the units in the risk budget.

Variance as notion of risk

We start with a basic interpretation of risk, which is used in some classical approaches such

as the aforementioned Markowitz optimization problem [66]. In this basic interpretation, the

amount of risk associated with a portfolio of access requests corresponds to the uncertainty

of returns associated with granting these requests, which can be quanti�ed as the variance

of the portfolio’s probability distribution of pro�ts. Formally, the cost constraint for the
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optimization of (3.1) is given by

V ar[X ] � B; (3.2)

where B is a constant giving the maximum variance tolerated by the VO.

If the transactions in a portfolio are independent, their variances are additive. Hence,

we have

V ar[X ] = V ar[X1] + : : : + V ar[Xn]:

In this case, including a certain transaction in the portfolio commits a �xed amount of the

risk budget, irrespective of the other transactions already in the portfolio.

If the transactions are correlated, we must also consider their covariances, and we have

V ar[X ] =
X

i

V ar[Xi] +
X

i;j

Cov[Xi; Xj ]:

In this case, when a transaction, say T , is added to an existing portfolio, say P , its e�ect

on the total risk will depend on the exact transactions originally in P . Speci�cally, T will

reinforce the risks of those transactions with which it is positively correlated, and mitigate

the risks of other transactions with which it is negatively correlated. Risk reduction due to

negatively correlated transactions gives the principle of hedging. The net e�ect of adding

T will depend on the competitive e�ects between both types of transactions, and the VO

aims to best exploit the hedging e�ect to accommodate more productive transactions.

De�nition 1. We use Problem OPT-VAR to refer to the optimization of objective function

(3.1) subject to constraint (3.2).

Tail regime of pro�ts as notion of risk

Further to the variability of pro�ts, we believe that some decision makers may focus on

particular regimes over which the outcomes vary. In particular, risk may be regarded as

the chance that a signi�cantly unfavorable pro�t (i.e., a large loss) will be realized. To

accommodate this view of risk, we notice that actual outcomes of a portfolio generally vary

about the mean of the outcomes. Hence, a higher average pro�t will provide a larger bu�er
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before increased pro�t variability will pose a signi�cant concern. The variance of pro�ts

should thus be assessed relative to the mean of pro�ts.

Formally, we can impose the following constraint on the optimization problem:

E[X ] � c � �[X ] � L; (3.3)

where c is some small positive constant and L is a constant giving a pro�t threshold below

which the VO’s concern will be triggered. It is expected that if the condition is satis�ed,

then the probability that the portfolio generates a pro�t less than L will be su�ciently small

to pass the VO’s risk tolerance test. This probability will depend on the distribution of X

assumed by the VO. Given the distribution, c can be made large enough to give a small

enough probability. For example, if X is normally distributed, then the probability is 5%

for c = 2 and 0:3% for c = 3.

The constraint (3.3) can be written in a similar form as (3.2) to make the risk budget

apparent:

c � �[X ] � E[X ] � B; (3.4)

where B = �L. However, unlike the sum of variances in (3.2), the standard deviations of

component transactions are not additive even if the transactions are independent.

De�nition 2. We use Problem OPT-TAIL to refer to the optimization of objective function

(3.1) subject to constraint (3.4).

3.2 Solution Methods

In this section, we present solutions to the problems de�ned in Section 3.1. First, we focus

on Problem OPT-VAR under independent transactions. We show that certain interesting

special cases of this problem can be solved by an approximation algorithm operating in

a hybrid-greedy manner. We then address the general problem, and propose the use of

simulated annealing as a basic solution technique. We analyze the structure of our problem,

and devise e�ective search strategies for the simulated annealing.
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3.2.1 OPT-VAR for Independent Transactions

Under independent transactions, setting the index of risk aversion r(�) to a constant function

(e.g., that of a risk-invariant VO) reduces Problem OPT-VAR to the knapsack problem.

Hence, the problem is NP-hard. As illustrated in the beginning of this chapter, a cost-

denominated greedy algorithm, though plausible, can in fact lead to a solution that is

arbitrarily far from the true optimal. We use SCG to denote the solution of this cost-

denominated greedy algorithm.

An examination of the SCG solution in the example mentioned in the beginning of this

chapter might suggest that we use a simple greedy algorithm instead, in which we repeatedly

add a transaction to the portfolio whose bene�t is the highest until we run out of the risk

budget. We denote the objective value achieved by the portfolio as SG. Unfortunately,

SG can also be arbitrarily far from the true optimal. To see why, consider 11 transactions

of which 10 of them have bene�t/cost numbers $10/$1 and one has bene�t/cost numbers

$20/$10. For a cost budget of $10, the greedy solution includes the $20/$10 transaction and

exhausts its budget. However, selecting all the other transactions instead for the portfolio

would have resulted in a total bene�t of $100.

Although each of SCG and SG can be arbitrarily suboptimal, it turns out that a hybrid

of these two solutions will provide a good approximate solution for the special cases of

risk-neutral and risk-invariant VOs. For this, we state the following two lemmas.

Lemma 1. For a risk-neutral or risk-invariant VO, the objective function in Problem OPT-

VAR under independent transactions is monotonic, i.e., adding a new transaction to a

portfolio will not reduce the objective value achieved by the portfolio.

Proof. Since only transactions with positive expected pro�t will be considered for inclusion

in the portfolio, a candidate transaction, say i, must satisfy (i) E[Xi] > 0 for a risk-neutral

VO, or (ii) E[Xi] � a
2 V ar[Xi] > 0 for a risk-invariant VO. The result follows.

Lemma 2. For a risk-neutral or risk-invariant VO, the objective function in Problem OPT-

VAR under independent transactions is submodular, i.e., if P1 and P2 are two portfolios and
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P1 � P2, then for any transaction T , V al(fT g [ P1) � V al(P1) � V al(fT g [ P2) � V al(P2),

where V al(�) denotes the objective value achieved by a portfolio.

Proof. Because of the independence assumption, V al(fT g [ P1) � V al(P1) = V al(fT g [

P2) � V al(P2) = V al(fT g), which satis�es the submodularity property.

Lemma 2 still holds even if transactions with nonpositive expected pro�t are allowed

We are now ready to state Theorem 1, which shows that OPT-VAR can be solved to

within a constant approximation factor by a O(n log n) time hybrid-greedy algorithm, where

n is the number of candidate transactions.

Theorem 1. For a risk-neutral or risk-invariant VO under independent transactions, the

solution maxfSCG; SGg is within a constant factor of the optimal solution of Problem OPT-

VAR. Speci�cally,

maxfSCG; SGg �
1

2
(1 �

1

e
) � S�;

where S� is the optimal solution.

Proof. Since the objective function of Problem OPT-VAR is monotonic and submodular

under the given conditions, the result follows directly from Theorem 3 in [64].

Unfortunately, Theorem 1 does not apply for general types of decision makers or if the

access requests comprising a portfolio are not independent. These other cases of Problem

OPT-VAR will be addressed in the next subsection, which proposes a simulated annealing

approach for the more general problem.

3.2.2 General Problems

Simulated annealing [61] is a general methodology for �nding optimal solutions using local

search, where randomness is used in the search to avoid getting stuck at local optima so

that a globally optimal solution will be achieved with high probability. We use simulated

annealing to solve the general case of the portfolio optimization problem, particularly the

OPT-TAIL problem and instances of the OPT-VAR problem for which Theorem 1 does

not apply. To use simulated annealing for speci�c applications, three design decisions are
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important: (i) how to �nd a good feasible solution as a starting point to seed the optimization

process, (ii) how to de�ne the neighborhood structure of candidate solutions that will guide

the solution process, and (iii) how to de�ne the cost function that will allow to rank the

candidate solutions.

For (iii), our problem statement in Section 3.1 provides a natural de�nition of the cost

function, which is the bene�t (in dollars) achieved by a candidate solution. For the neigh-

borhood structure in (ii), we de�ne a solution S0 to be a neighbor of a certain solution S,

if S0 can be obtained from S with a change that preserves the feasibility of the solution.

Speci�cally, with N candidate solutions, we may view a solution as a vector of N bits where

the ith bit is 1 if the ith transaction is in the solution and it is 0 otherwise. From this

point of view, 
ipping k bits in this vector corresponds to a possible change to the original

solution. In particular, if k = 1, the change can be considered minimal, and many existing

simulated annealing solutions de�ne their neighborhood structures to consider only mini-

mal changes. Using only minimal changes in our problem is sub-optimal, however, since it

exhibits disconnected feasible regions (Section 3.3.1). When the feasible regions are discon-

nected, the minimal changes cannot move pass the region boundaries, and so the quality

of the �nal solution will be heavily dependent on where the search starts. Hence, although

we still prefer changes that are minimal (k = 1), we do occasionally consider long jumps

with k > 1 also. Speci�cally, in a search step, we draw i from N (0; 1), i.e., the normal

distribution whose mean is zero and variance is one, and assign k to be bjijc + 1. If k = 1,

the change will always be evaluated further. If k > 1, the change will be considered further

with probability plj .

Problem (i) of seeding the optimization with an initial feasible solution is also worthy

of attention. This is because in our constrained optimization problem, �nding any feasible

portfolio that satis�es the constraint can be non-trivial. To see why, consider the case

of correlated transactions under Problem OPT-VAR. Since the variance of a portfolio may

decrease with adding more transactions to the portfolio, in principle we may have to examine

each element in the powerset of candidate transactions individually to assess feasibility. In

particular, we may not be able to initialize the search with the empty portfolio, or with any
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single candidate transaction if each of the transactions has a variance higher than the cost

budget.

To solve the problem, our algorithm runs in two phases. In Phase 1, subject to a given

computational budget, we aim to �nd an initial portfolio that satis�es the problem constraint

and that has reasonably good performance. This initial solution is then used to seed the

Phase 2 search that progressively improves the quality of solution until we use up another

given computational budget. We use a uni�ed simulated annealing approach to conduct

both phases, in which the aforementioned long jumps (k > 1) are allowed occasionally

to overcome the myopia of nearest-neighbor explorations. The two phases have di�erent

basic design objectives, however. As mentioned, the �rst phase is mainly concerned with

initializing the search. On the other hand, the second phase is mainly concerned with

carrying on the search based on the initial solution computed by the �rst phase. To account

for their di�erent objectives, we set the probabilities of considering long jumps to be plj = p1
lj

and plj = p2
lj for Phases 1 and 2, respectively, where p1

lj > p2
lj . By using a higher value

for p1
lj , we encourage the search in Phase 1 to explore new information. By being more

conservative with long jumps in Phase 2, due to the smaller p2
lj , we encourage the Phase 2

search to stay more focused in improving a promising solution.

The Phase 2 simulated annealing algorithm is implemented as follows. (The Phase 1

implementation is essentially identical, and we omit it in this thesis.)

1. Initialize the candidate portfolio to be the Phase 1 solution.

2. Randomly draw i from N (0; 1) and assign k to be bjijc + 1. If k > 1, then with

probability p2
lj , accept k. If k is not accepted, repeat Step 2.

3. Randomly generate an N -bit update vector with k of the bits equal to one. If the

ith bit of the vector is 1, reverse the status of the ith transaction (i.e., whether it

is included or not) in the candidate portfolio. Otherwise, keep the status of the ith

transaction the same.

4. Update the candidate portfolio according to the update vector if doing so will not

violate the constraint, and either (i) the objective value is increased after the update
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or (ii) e
��O

l log t > rand(), where �O is the absolute di�erence between the original

objective value and the objective value after the update, l is a constant, t is the number

of iterations executed so far, and rand() is a random number uniformly chosen from

[0,1].

5. If the candidate portfolio has a better objective value than the best one found so far,

remember the candidate portfolio as the best one so far.

6. Go back to Step 2 if the computation budget is not yet reached. Otherwise return the

best candidate portfolio found so far.

Notice that in Step 4, we always accept a random change to the candidate portfolio if

doing so will improve the bene�t without violating the constraint. Even if a change may de-

crease the portfolio’s bene�t, however, we may still accept it with non-zero probability. This

is necessary because the solution space may have local maxima, in which case the random

acceptances of less good candidate solutions help us escape local maxima in the solution

process. At any time, however, the probability of accepting a less good solution decreases

with the quality of the solution due to the presence of �O in e
��O

l log t > rand(). Moreover,

this probability decreases as the search time represented by t increases. The decreasing

acceptance probability with t simulates cooling in the simulated annealing process [61].

The convergence of simulated annealing has been assured analytically [52]. The analysis

is mostly of theoretical interest, however, since the convergence speed of real applications is

usually much faster. Further to convergence which a�ects the number of iterations, the time

complexity of an iteration is an important consideration for performance. In our problem,

this time complexity is determined by that of evaluating the e�ects of adding or removing

a transaction to or from the candidate portfolio. For both problems OPT-VAR and OPT-

TAIL, the time cost is constant under independent transactions and linear in the number

of candidate transactions under general correlated transactions.
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3.3 Experimental Results

We present experimental results of both one-round and multiple-round simulations to il-

lustrate various aspects of our problem formulation and methods. As already mentioned,

testing the techniques for estimation of distributions from history data is beyond the scope

of this thesis as real data is not available to us.

3.3.1 One-Round Simulation Results

We present experiments to illustrate the performance of the hybrid-greedy (HG) algorithm

(Section 3.2.1) and simulated annealing (SA) algorithm (Section 3.2.2), according to the

portfolio values they achieve for objective function (3.1). For a baseline of comparison,

we use exhaustive search, whose solution is necessarily optimal but extremely ine�cient.

Exhaustive search is clearly not a practical method in general, but where it returns a solution

in our experiments (for up to 15 transactions), it provides an optimality benchmark.

We consider both independent and correlated transactions. For independent transac-

tions, the pro�t of each transaction is normally distributed with mean chosen uniformly

randomly from [1,10] and variance chosen uniformly randomly from [1,12.25]. For corre-

lated transactions, the �rst one is normally distributed with mean and variance chosen

uniformly randomly from [1,10] and [1,12.25], respectively. The pro�ts and variances of the

remaining transactions are each a combination of the �rst transaction with another normal

random variable by the Cholesky method with a correlation factor uniformly distributed in

[-1,1].

A solution’s competitiveness is the ratio of its objective function to that of the optimal

solution. Unless otherwise stated, we use a risk-invariant VO with parameter � and present

results that are averages of 1000 independent runs.

Problem OPT-VAR

In this section, we report experiments for variance as the notion of risk (De�nition 1). We

�rst consider the case of 15 independent transactions. Because we use a risk-invariant VO,
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(b) 15 independent transactions, B = 10
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(c) � = 0:1; B = 5
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(d) 15 correlated transactions, � = 0:1

Figure 3.2: Problem OPT-VAR Simulation Results

Theorem 1 applies to the HG algorithm. The SA computational budget is 8000 accepted

update vectors, in which Phase 1 has a budget of 100 accepted update vectors. This budget

corresponds to a running time of about 0.007s on an Intel 2GHz dual-core machine with

2GB of RAM.

Fig. 3.2a plots the HG, SA, and optimal solutions for � = 0:1 and varying risk budget B.

Fig. 3.2b shows the corresponding results when we vary � and �x B = 10. Fig. 3.2a shows

that as the risk budget increases, the bene�t of the optimal portfolio increases, because

more productive transactions can be included. On the other hand, Fig. 3.2b shows that

as � increases, the VO becomes more risk averse, and the bene�t of the optimal portfolio

drops. This shows that a more conservative VO will achieve a smaller bene�t in general.

Both Figures 3.2a and 3.2b show that SA is able to �nd the optimal solutions. HG’s

performance is also extremely close to the optimal, which signi�cantly exceeds the lower

bound in Theorem 1. These results show that HG is highly e�ective when the conditions of

Theorem 1 apply.

For more than 15 transactions, exhaustive search fails. However, OPT-VAR under in-
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(b) 15 independent transactions, � = 0:1
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(c) 15 correlated transactions, � = 0:1
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(d) 15 correlated transactions, � = 0:1

Figure 3.3: Problem OPT-TAIL Simulation Results

dependent transactions can be formulated as a mixed integer linear program (MILP). We

use CPLEX [56] to solve the MILP for 25{80 transactions and provide an optimality bench-

mark. Fig. 3.2c shows that both HG and SA achieve competitiveness close to 1 even when

the number of transactions is large.

We now consider OPT-VAR under correlated transactions. We use 15 correlated trans-

actions. We plot the HG and SA solutions in Fig. 3.2d when � = 0:1 and the risk budget

B varies. In this case, with the small computational budget, the SA solutions achieve a

competitiveness of more than 0.8. On the other hand, the gap between the HG solution

and the optimal becomes large. When B is small, the HG solution is only about 30% of the

optimal.

Problem OPT-TAIL

In this section, we present results that focus on the tail regimes of the pro�t distribution with

pro�t threshold L (De�nition 2). First, we report results for 15 independent transactions.

We use an SA computational budget of 1000 accepted update vectors, in which Phase 1 has
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a budget of 100 accepted update vectors.

Fig. 3.3a compares the competitiveness of the SA and HG solutions as a function of

L. Notice that the competitiveness of the HG solution drops to about 50% as the pro�t

threshold L becomes larger (more stringent). By comparison, the SA solutions have a

competitiveness close to one throughout the range of L.

It is instructive to understand the signi�cant underperformance of HG. It is because

under a tail constraint on the pro�t distribution, more than one transaction may be needed

to achieve the pro�t threshold L. In this case, since HG adds transactions to a candidate

portfolio one at a time, and ensures the feasibility of the candidate portfolio in each step,

it will never be able to �nd a portfolio that is feasible. This phenomenon can be observed

in Fig. 3.3b, which plots the fractions of runs in which HG terminates with a non-empty

portfolio. As shown, the fractions can be low and mimic the sub-optimality of HG in

Fig. 3.3a.

In fact, SA could be susceptible to the same problem like HG. Consider a basic variant of

SA, which we call SA-basic, which has one single search phase only. The search starts from

the empty portfolio if it is feasible (i.e., L � 0), and uses a neighborhood structure that

allows minimal perturbations only (see Section 3.2.2). If the transactions are such that no

single one satis�es the risk constraint by itself, but there is a set of multiple transactions that

does, SA-basic will return the empty portfolio although it is clearly sub-optimal. Fig. 3.3b

demonstrates this problem, where SA-basic behaves like HG. The illustration shows that our

problem structure exhibits disconnected feasible regions based on minimal perturbations. It

explains why long jumps are incorporated into SA algorithm in Section 3.2.2.

Consider the same scenario above, but now L > 0 so that the empty portfolio is itself

infeasible. In this case, �nding an initial feasible portfolio to seed the search is non-trivial.

This motivates the two-phase structure of the SA algorithm in Section 3.2.2, where Phase 1

employs long jumps more aggressively to look for a good and feasible initial solution to seed

the Phase 2 search. The good performance of SA in Fig. 3.3b is enabled by the two-phase

algorithm design with allowable long jumps.

We now present results for 15 correlated transactions. Fig. 3.3c compares the compet-
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itiveness of the SA and HG solutions as a function of L. Fig. 3.3d plots the fractions of

runs in which SA and HG return a non-empty solution. The results show that even in the

case of complicated correlated transactions and a low computational budget, SA has good

performance and signi�cantly outperforms HG.

3.3.2 Multiple-Round Simulation Results

The one-round simulation experimental results in the previous section con�rmed the ef-

fectiveness and e�ciency of the hybrid-greedy (HG) algorithm and simulated annealing

(SA) algorithm, according to the portfolio values they achieve for objective function (3.1).

Although these experiments are meaningful to examine how our portfolio optimization ap-

proach works with a set of candidate transactions, they are solely for one-round cases. To

evaluate how it works in an actual systems environment, we present multiple-round exper-

iments using discrete event simulations in this section. This experimental setup is closer

to real-world scenarios than one-round simulations shown above and gives us interesting

insights into our problem and methods.

We model the arrival of access requests using a separate Poisson process for each request

and solve the portfolio optimization problems at each round to determine which transactions

should be allowed. For the allowed transactions, we model the arrival of actual pro�ts using

one Poisson process for each transaction. The process starts only after the transaction is

allowed, and the actual pro�t arrives only once per transaction. For any Poisson process,

the time between each pair of consecutive events is exponentially distributed.

Unless otherwise stated, we use normally distributed pro�ts with mean chosen uniformly

randomly from [1.0, 2.5] and standard deviation chosen uniformly randomly from [1, 3.5],

and a risk-invariant VO with parameter � = 0:01 and initial capital 10. The � parameter of

exponential distributions for transaction arrival is set to 0.5 and that for pro�t arrival is set

to 0.75, respectively. We present results that are averages of 1000 independent runs whose

duration (# of rounds) is 250.

Fig. 3.4 shows average capitals at the end of multiple-round simulations with independent

transactions using variance notion of risk (De�nition 1). In this experiments, there are at
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Figure 3.4: Average Capital with Independent Transactions: Maximum standard deviation
for normal pro�t distributions is 3.5.

most 100 requests and arrived requests disappear immediately if they are not accepted. We

used various � values of exponential distributions for transaction arrival in this experiment.

When large � values are used, new transactions arrive quickly (i.e., waiting time is short),

and thus we see more transactions in multiple-round simulations. We can see from this

�gure that there is a peak around � = 0:4. In the region where � < 0:4, capitals tend to be

larger when � value is larger. This trend is as expected because there are fewer transaction

arrivals in simulations when � value is smaller. However, in the region where � > 0:4,

capitals tend to be smaller when � value is larger. This is because many transactions arrive

at once in early rounds if � is very large and because not all requests in each round cannot

be allowed.
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Figure 3.5: Average Capital: � of exponential distributions for transaction arrival is 0.5.
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Fig. 3.5a and 3.5b show average capitals at the end of multiple-round simulations using

variance notion of risk (De�nition 1) with independent and correlated transactions, respec-

tively. We used various maximum standard deviations for normal pro�t distributions in

this experiment. When large maximum standard deviations are used, costs for transactions

are expected to be large. In the case of independent transactions shown in Fig. 3.5a, the

capitals at the end of the simulations become smaller when larger maximum standard de-

viations are used, which is just as expected. In the case of correlated transactions shown in

Fig. 3.5b, however, the same trend does not necessarily hold. This is because we can enjoy

some hedging e�ects of negatively correlated transactions in this case. We saw the same

trend when tail regime notion of risk (De�nition 2) was used.

In multiple-round simulations, the brute force approach (BF in the graphs) still produces

the best results on average. However, we saw some runs of multiple-round simulations in

which other methods such as the simple greedy algorithm resulted in better capitals than

the brute force approach. This is because our optimization problem is solved only at each

round of multiple-round simulations and we don’t consider the optimality in the overall

simulation rounds. Because of this, it’s possible that we use up all budgets at some point

of a simulation, precluding the acceptance of future transactions even if they are more

attractive with larger bene�ts but smaller costs than previously allowed ones. This is a

generic online problem that occurs in many contexts. It’s possible to incorporate future

transaction arrivals into our optimization problem if we can assume that there is some

characterization of future transaction arrivals such as a statistical model. There are some

standard prediction methods such as ARIMA [53]. Although this is an interesting issue that

is worth exploring, it is out of the scope of this thesis.

Heterogeneous Transaction Scenarios

With multiple-round experiments, we expect to make observations about whether there are

starvation or liquidity problems. In our context, liquidity means an information sharing

system’s ability to facilitate a reasonable access request being accepted quickly. For that,

we create heterogeneous transaction scenarios, e.g., a high-value, a high-risk transactions
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Figure 3.6: Independent Transactions with Variance Notion of Risk: The x-axis and y-
axis are the variance and mean of a transaction’s pro�t distribution, respectively. Each
transaction can stay in the system up to 1, 5, 10, and 15 rounds, respectively, as illustrated
in (a) through (d). The budget is set to 5.

competing among many low-value, low-risk ones, etc. Under such conditions, we examine

if the high-value, high-risk transaction will get a chance to run eventually, if it depends on

how long that transaction can stay in the VO’s information sharing program, and so on.

Liquidity may also depend on how quickly the transactions realize their pro�ts.

If they all realize their pro�ts quickly, the turnover will be fast, and there may be some

implications for the viability of the VO’s information sharing program, as measured by the

rate of growth of the VO pro�ts attributable to information sharing. Thus, we also consider

how di�erent mixes of transactions (e.g., many short lived ones, vs. mostly sluggish ones)

can a�ect the VO.

We set up our simulator so that transactions that are not accepted can stay in the
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Figure 3.7: Independent Transactions with Tail Regime Notion of Risk: The x-axis and
y-axis are the variance and mean of a transaction’s pro�t distribution, respectively. Each
transaction can stay in the system up to 1, 5, 10, and 15 rounds, respectively, as illustrated
in (a) through (d). The budget is set to 5.
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Figure 3.8: Correlated Transactions with Variance Notion of Risk: The x-axis and y-axis are
the variance and mean of a transaction’s pro�t distribution, respectively. Each transaction
can stay in the system up to 1, 5, 10, and 15 rounds, respectively, as illustrated in (a)
through (d). The budget is set to 1.
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Figure 3.9: Correlated Transactions with Tail Regime Notion of Risk: The x-axis and y-
axis are the variance and mean of a transaction’s pro�t distribution, respectively. Each
transaction can stay in the system up to 1, 5, 10, and 15 rounds, respectively, as illustrated
in (a) through (d). The budget is set to 1.
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system for some additional rounds. The maximum number of rounds for which transactions

can stay in the system is a parameter in this experiment. We use 1, 5, 10, and 15 for

this parameter and see how this value a�ects results. Note that value 1 for this parameter

means transactions that are not accepted leave the system immediately, and value 5 means

such transactions can stay in the system for 4 additional rounds, and so on. The budget

is set to 5 for independent transactions, and 1 for correlated ones. The values of the other

parameters are the same as before.

Figures 3.6 through 3.9 are scatter plots showing which transactions are accepted. We

can see a trend that the longer transactions stay in the system, the more likely high-

cost/high-return transactions can be allowed.

Independent Transactions with Variance Notion of Risk Because of the de�nition

of the variance notion of risk and because transactions are independent, no transactions

whose variances are bigger than 5 can be allowed.

Independent Transactions with Tail Regime Notion of Risk Because the standard

deviations of component transactions used in the de�nition of the tail regime notion

of risk are not additive even if the transactions are independent, some transactions

whose variances are bigger than 5 are allowed and the number of such transactions

increases as the maximum number of rounds for which the arrived transactions can

stay in the system until they are accepted increases.

Correlated Transactions with Variance Notion of Risk Even with the de�nition of

the variance notion of risk, some transactions whose variances are bigger than 1 are

allowed because transactions are correlated and we can enjoy some hedging e�ects

caused by negatively correlated transactions. The number of such transactions in-

creases as the maximum number of rounds for which the arrived transactions can stay

in the system until they are accepted increases.

Correlated Transactions with Tail Regime Notion of Risk Because of the de�nition

of the tail regime notion of risk and also because transactions are correlated, some

transactions whose variances are bigger than 1 are allowed and the number of such
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transactions increases as the maximum number of rounds for which the arrived trans-

actions can stay in the system until they are accepted increases.

We also examine how liquidity depends on how quickly the transactions expire, i.e., how

quickly the transactions’ pro�ts materialize. For that, we varied the � value of the expo-

nential distributions used to model the waiting time until transactions’ pro�ts materialize

as well as the maximum number of rounds for which unaccepted access requests can stay in

the system. Smaller � means it takes longer until pro�ts materialize.

The results are shown in Figures 3.10 and 3.11. The x-axis is �, the y-axis is the

maximum number of rounds, and the z-axis is capital.

Regarding the number of rounds, the VO’s capital increases as the number of rounds

increases. This is because there are more chances to allow transactions when they stay in

the system longer.

Regarding �, the VO’s capital increases as � value increases when the variance notion

of risk is used. This is reasonable because with large �, i.e., pro�ts materialize quickly,

there are not so many transactions holding allocated risk budgets in the system. When the

tail regime notion of risk is used, however, the VO’s capital decreases as � value increases,

except when � = 0:01. This is because of the de�nition of the tail regime notion of risk,

i.e., c � �[X ] � E[X ], in which standard deviation is used and it’s not additive even if

the transactions are independent. With the parameters used, the e�ect of �E[X ], which

is additive, is stronger than that of c � �[X ]. Thus, with small �, i.e., transitions are

sluggish and do not free allocated budgets for a long time, the VO can allow relatively many

transactions.

Another thing we noticed is that during multiple-round simulations, costs can be big-

ger than the budget (5 for independent transactions and 1 for correlated ones). This is

because costs can increase when transactions expire, i.e., transactions’ pro�ts materialize,

even though costs are less than the budget when the transactions are accepted because of

correlations of transactions and the de�nition of the tail regime notion of risk. Costs never

exceed the budget when transactions are independent and the variance notion of risk is used.
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(a) Variance Notion of Risk

(b) Tail Regime Notion of Risk

Figure 3.10: Independent Transactions: The x-axis is �, the y-axis is the maximum number
of rounds, and the z-axis is capital. The budget is set to 5.
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(a) Variance Notion of Risk

(b) Tail Regime Notion of Risk

Figure 3.11: Correlated Transactions: The x-axis is �, the y-axis is the maximum number
of rounds, and the z-axis is capital. The budget is set to 1.

43



Chapter 4

Insured Access

In this chapter, we show how we can encourage information sharing by protecting infor-

mation producers against the harm that may come to them from sharing their information

through an insurance scheme [82]. In recent decades, the business community has bene�ted

from the use of actuarial methods to manage many kinds of business risks, but information

sharing has not been among them. We address this gap by insured access.

4.1 Overview of Insured Access

Under insured access, a VO sets up an independent insurer that will manage the risk asso-

ciated with accesses to shared information. In Figure 4.1, a producer Alice has information

that can be shared with others. To obtain access, consumer Bob asks the insurer for a policy

covering the speci�c information he wants to access (1). The policy will insure Alice against

damages she might incur because she shared that information with Bob. If the insurer is
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Figure 4.1: System Model for Insured Access
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willing to issue the policy, it gives Bob a price (2), which Bob can choose to pay (3). We

assume consumers are rational, self-interested, and risk-adverse, so Bob will only buy the

policy if its price is less than the bene�t he expects to gain from accessing the information.

With the policy in hand (4), Bob asks Alice for access (5). Alice examines the policy and

can give Bob the information (6). If Bob misuses the information and Alice su�ers damages

as a result, Alice can submit a claim to the insurer (7) and be reimbursed for her su�ering

(8). The policy can specify conditions of use, such as secure handling precautions or limits

on the purpose of use. If Bob may have violated those rules, then the insurer can request

reimbursement from Bob of the amount paid to Alice.

Insured access uses real money directly instead of relying on risk tokens. Cash can be

coupled with decision theory to decide how much an access might bene�t an information

consumer or the VO [63]. Decision theory can show whether the likely rewards associated

with a particular access exceed its potential risks as we do in our portfolio optimization

approach explained in the previous section.

There are some obvious candidates for who will be using this decision theory:

� Individual employees of a VO member organization, who have been empowered (per-

haps within limits) to request access to shared information;

� the VO member organization level;

� the VO level. This might be appropriate for a tightly knit VO with centralized control

over many decisions, where timely access is not critical.

Regardless of where the decision to request access is made, it may be subject to oversight

and checks and balances not discussed in this chapter. For example, requests from individ-

ual employees might be sent through a portfolio optimization process at the VO member

organization level, or even at the level of the VO itself.

In practice, though, a consumer may be unwilling to share detailed information about

its planned use of the information, making it hard to do decision-theoretic analysis of risks

and rewards at the VO level. In that case, portfolio optimization could be omitted or

decentralized and restricted to the VO member level. In that case, maximizing the overall
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VO bene�ts is a secondary concern, with the consumers focusing on their own expected

bene�t and the insurer focusing on limiting harm to producers.

The VO can either use an external insurer or self-insure, but we consider only the case of

self-insurance because the VO will have to expose very sensitive information to the insurer.

Before insured accesses begin, the VO members set up an internal VO insurance group (the

insurer), agree on what kinds of information to share, and decide how much risk the insurer

can assume. The VO members who become information consumers supply the startup

capital for the insurer.

Insurance-based access control is a new idea in the security world and di�ers from the

usual liability insurance, under which asset owners (i.e., providers) buy policies to protect

themselves. With insured access, consumers pay for policies that protect providers. This

means that consumers must consider potential damages when deciding whether to access

information, as well as bene�ts; and providers need not consider damages when deciding

whether to share. Because of this di�erence, existing actuarial methods cannot be directly

applied to purchase decisions in insured access, and we propose appropriate formulas for

this task.

One tricky thing with access to information, which is the main kind of shared resource

we consider in this thesis, is that it can be hard to prove that damage was done, or to prove

that the damage was caused by one particular thing. In contrast, if someone hits a car, or

a �re shuts down a business, it is usually obvious what the immediate cause was, though

tracing it back can be hard. In the case of information, recognizing the damage and tracing

it back could be even harder. The di�culty might mean that although the insurance is

there, it could be challenging to get a claim reimbursed, or to get an appropriate amount of

damages awarded. We recognize this di�culty, but insured access is not intended for every

situation; rather, it is for the cases where the VO sees a clear need and a relatively clear

path to modeling the risk and adjudicating claims.

For instance, if a student organization wants after-hours access to a printer room using

the school ID card of the organization’s publicity chair, the department might have a clear

understanding of the risks of wear, tear, and need for repairs to the printer, and a clear
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understanding of the costs of various repairs, and might issue a policy for that. If the

student organization abused the printer, then renewal of the privilege next semester or next

year or next month would cost a lot more. If they were very responsible, then the price of

the associated policy would probably go down over time. This example and, more generally,

the historical record of civilization suggest that there are good usage scenarios out there for

insured access to information, because information is at heart just another kind of resource.

But insured access is not the right approach for every situation.

The price Bob pays for a policy is called the premium, which depends on how risk-averse

the insurer is, what information Bob wants to access, the history of past claims for that

information, and the insurer’s premium principle (pricing methodology). Based on Bob’s

track record, the insurer can reward Bob with lower premiums if Bob’s other policies have

no recent claims, and penalize him otherwise. The insurer can refuse to issue a policy to

Bob because of his track record, or because the insurer needs to limit the risk associated

with its current portfolio of policies.

If the VO members are very unlucky or the data used to set prices is insu�cient, then

the insurer might run out of funds to pay claims and be ruined. The insurer guarantees that

at the moment it issues a policy, the new policy does not make the chance of eventual ruin

cross a threshold " agreed upon in advance by VO members. The insurer must continually

review and update the data used to set prices, to ensure that it re
ects the latest claims

statistics. To estimate likely claim amounts for rare events that it has never seen, i.e., tail

events, the insurer can use extreme value theory [50]. The insurer can also use stop-loss

policies and reinsurance to limit its exposure to tail risk ([57], pp. 8-13) . We discuss them

in detail later in this chapter.

If the insurer’s chance of eventual ruin ever exceeds " in spite of these precautions, the

VO members have several options. They may choose to supply additional capital reserves, as

Lloyd’s of London does. They may choose to take no action, so that the insurer runs out of

money if its luck remains poor, necessitating internal loans, unpaid claims, or delayed claim

payments. The insurer may raise premiums to increase capital, as homeowner insurance

companies often do after a major disaster. Or it may transfer some of its risk to a reinsurer.
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Each VO member, and the VO as a whole, can expect to bene�t from insured access, for

the following reasons. A consumer can use decision theory to determine its expected �nancial

bene�t from accessing a piece of information. A consumer expects a net bene�t from each

insured access, as otherwise it would not buy the policy. Providers’ losses attributable to

sharing are reimbursed by the insurer’s payments on their claims. So that providers directly

bene�t from sharing, an additional fee that goes directly to the provider can be included in

each premium, to cover the provider’s additional costs attributable to sharing, plus a pro�t.

A second, complementary, and more conservative option is for the premium to include a

fee retained by the insurer and intended as future pro�t for the provider. Then at the end

of each �scal period, the insurer’s excess capital reserves can be shared with providers. If

desired, the same two fee-based approaches can be used to cover the costs of running the

insurer, or give it an expected pro�t; in this thesis, we assume that the insurer is non-pro�t

and cost-free. We also assume that the bene�ts and damages attributable to sharing accrue

only to the provider and consumer, without impact on other VO members, though insured

access can also be used in more complex situations with potential collateral bene�ts and

damages. Finally, as discussed later, the VO must set up the system so that each act of

sharing is expected to bene�t the VO as a whole, i.e., the shared purpose that binds its

members together.

4.2 Details of Insured Access

4.2.1 How to Price Policies

Consider a particular insured access. The insurer does not know in advance what the total

size of all claims on that policy will be, but it can represent this quantity by a random vari-

able X that represents the risk associated with a particular consumer accessing a particular

piece of information owned by a particular producer. More precisely, X represents the total

amount of the claims that will eventually be paid to the producer under that policy. For

now, let us assume that the insurer knows the probability distribution for X , and discuss

how this information can be used to set the price of the policy.
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Table 4.1: Common Utility Functions.

Name Utility Function Risk Aversion Index Restriction

Linear u(z) = z r(z) = 0

Quadratic u(z) = z � z2

2c
r(z) = 1

c�z
(c > 0 and z � c)

Logarithmic u(z) = log(z) r(z) = 1
z

(z > 0)
Exponential u(z) = 1 � e��z r(z) = � (� > 0)
Power u(z) = zc r(z) = 1�c

z
(0 < c � 1 and z > 0)

The most widely adopted approach to pricing risk in general is the Principle of Equivalent

Utility, in which the premium P is calculated by solving the following equation ([57], p. 4):

E[uI(wI + P � X)] = uI(wI): (4.1)

Here uI is the utility function of the insurer I, and wI is its current capital. This principle

says that the premium P should be set to the amount at which the insurer is equally happy

whether or not the policy is issued, i.e., indi�erent.

The exact formula to calculate P depends on the utility function u(z) chosen for uI in

Formula 4.1, where z represents capital. Table 4.1 shows several well-known utility functions.

Most are concave for z > 0, to re
ect the diminishing marginal utility of money. Given u(z),

we can derive the risk aversion index r(z) of a principal, which is de�ned as in the previous

chapter: r(z) = � u00(z)
u0(z) . More risk averse principals have more concave utility functions.

With a linear utility function, u(z) = z and r(z) = 0, meaning the principal is risk-

neutral. Let � denote a premium pricing principle. If we use a linear utility function in the

Principle of Equivalent Utility in Formula 4.1, we get the �[X ] = E[X ], which is knowns as

the Net Premium Principle in the actuarial literature. With the Net Premium Principle, the

insurer sells a policy for the expected amount of its claims. In the long run, an insurer would

tend to break even with the Net Premium Principle. However, in practice insurers usually

prefer to set prices higher than the premium calculated by the Net Premium Principle,

because the premium by the Net Premium Principle requires high capital reserves to avoid

ruin.

With an exponential utility function u(z) = 1 � e��z, for � > 0, the risk aversion

49



Table 4.2: Premium Principles (� > 0).

Name Premium Principle

Net premium principle �[X ] = E[X ]
Expected value principle �[X ] = (1 + �)E[X ]
Variance principle �[X ] = E[X ] + �V ar[X ]
Standard deviation principle �[X ] = E[X ] + ��[X ]
Exponential principle �[X ] = 1

�
log(mX(�))

index r(z) = �, which is a constant, although r(z) is a function of z in general. Using

the exponential utility function, we derive the Exponential Principle from the Principle of

Equivalent Utility in Formula 4.1:

�[X ] =
1

�
log(mX(�)); (4.2)

where mX(�) = E[e�X ] is the moment generating function of a random variable X around �,

and X represents the total claims associated with a policy. For this or any other principle,

we could add an additional fee to �[X ] to support the provider or insurer, as discussed

previously.

Table 4.2 summarizes these and other basic premium principles, where � > 0. Although

there are pros and cons for each principle, the Exponential Principle is particularly widely

used in the actuarial literature [87]. Among its favorable properties [86], the following two

are especially important:

Additivity for independent risks. �[X + Y ] = �[X ] + �[Y ]; where X and Y are inde-

pendent.

Superadditivity for positively correlated risks. �[X + Y ] � �[X ] + �[Y ], where X

and Y are positively correlated.

For independent risks from separate acts of sharing, the Exponential Principle’s additiv-

ity means that the price for one policy covering all of them is the same as the total price for

separate policies for each. This means that an insurer can price a new policy without having

to analyze its aggregate risk across all its policies, and signi�cantly reduces the complexity
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of the problem in the case of independent risks, as it is easy to derive the distribution for

the aggregate risk in the insurer’s portfolio of policies.

With a non-additive premium principle, the insurer cannot easily price a policy for a new

insured access request. Instead, it must compute the aggregate risk of its entire existing risk

portfolio, i.e., the probability distribution of total claim sizes for all policies already issued,

plus the proposed new policy, and use that to set the premium. If there are multiple new

requests, their premiums will depend on the order in which they are calculated, because

a new policy issuance a�ects the premiums of subsequent policies. Thus the moment of

issuance could signi�cantly a�ect the price of a policy, which consumers are likely to regard

as unfair. The Exponential Principle avoids this complication.

Superadditivity for positively correlated risks is important because allowing several in-

stances of information sharing can introduce a much larger risk than just the sum of each

risk, if they are positively correlated. For example, military phone books are often classi�ed,

even if each number in them is unclassi�ed. As another example, the risk from sharing the

maps of an entire gas pipeline may be much greater than the sum of the risks from sharing

the maps of each part of the pipeline. As an extreme example, the risk from telling someone

the kth bit of a cryptographic key is quite low. But if all bits of the key are shared in

this manner, the recipients can collude to reconstruct the key, which may be catastrophic.

The Exponential Principle is one of just a few premium principles with superadditivity for

positively correlated risks, because superadditivity is not needed for the most common types

of insurance (e.g., houses, cars, medical, and traditional liability). The Exponential Prin-

ciple also enjoys subadditivity for negatively correlated risks, i.e., it re
ects the fact that

diversi�cation can reduce overall risk. Because of these favorable properties, we use the

Exponential Principle in the remainder of this thesis.

Thus, given an access request (risk) X , the insurer uses Formula 4.2 to compute a

premium, tacking on a fee to go directly to the provider if desired.
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4.2.2 Tail Events, Ruin, & Reinsurance

The insurer groups similar risks into a class, as discussed in detail later, such that all risks

X in the class follow the same probability distribution, and assigns the same premium to

all risks in the class. The previous section assumes that the insurer knows this distribution.

Actually, the insurer may only know its own history for the class, consisting of the details

of every policy it issued (including date, producer, consumer, information, premium, and

class) and every claim it received (policy, date, amount). From this data, the insurer can

compute how many policies in the class have had total claims of no more than $K, for

each value of K. Dividing by the total number of claims produces an approximation to

X ’s distribution. Often, X is known to belong to a particular family of distributions. In

that case, the claims history can be used to estimate the parameters of the distributions,

using maximum-likelihood estimation [37], including the popular expectation-maximization

approach. In general, the longer the claims history, the better the approximation will be.

With an extremely long history, one might expect a very good approximation.

Unfortunately, in the real world, damage-causing events have an extremely long-tailed

distribution, where the tail includes many highly unlikely catastrophic events. A simple

real-world example would be the chance of two vicious hurricanes in one year, which the

major insurers had not experienced in the historical record and did not include in their

models until recently. Another example would be the engineering of nuclear power plants to

meet the worst dangers previously experienced. Each new disaster makes us retro�t existing

plants to consider previously unseen tail risks. However, in the auto insurance industry, for

example, probably the historical record regarding accidents includes relatively few unseen

tail events, because there are so many cars out there and they are driven for so many miles,

even though the industry is only about a hundred years old.

A claims history is a �nite random sample from this long-tailed distribution. No matter

how long the class history is, if an insurer prices premiums solely based on the history and

without considering the unseen long tail, the insurer eventually faces ruin ([57], pp. 87-111).

In other words, no matter how long the class history is, with high probability, if an insurer

prices premiums based on the history, without considering the unseen long tail, the insurer
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will be ruined ([57], pp. 87-111). Using a longer history only delays the expected time to

ruin, and does not prevent it.

The closest one can come to addressing the problem of unseen tail risks is the work

in the area of economics and �nance on estimating the magnitude of unseen tail risks.

For instance, extreme value theory can help by providing a basis for statistical modeling

of unseen tail events [50]. According to extreme value theory, the cumulative distribution

function of aggregate claims above a certain threshold, which is called the conditional excess

distribution function, will be well approximated by a generalized Pareto distribution. Still,

extreme value theory only approximates the true risk distribution. This is a real-world

problem for actuaries, but it is probably not a killer problem for many cases where a VO

might like to share info.

To handle the risk of high-damage events it has never observed, an insurer can buy

a stop-loss insurance policy for the class ([57], pp. 8-13) from a reinsurer. The insurer

pays claims as usual until the total payout exceeds a threshold d speci�ed in the stop-loss

policy, e.g., 150% of X ’s expected value; the reinsurer pays subsequent claims. The stop-loss

policy transfers tail risks to the reinsurer and lowers the variance of the insurer’s portfolio.

Reduced variance means that the insurer’s pro�ts are more predictable, which is helpful if

the producers’ bene�ts from insured access come from a pro�t-sharing scheme. Compared to

the many other forms of reinsurance that the insurer could buy for the same price, stop-loss

is provably optimal for reducing the variance of the insurer’s claims (Theorem 1.4.3, [57],

p. 11), when the reinsurer uses the Net Principle.

The reinsurer pools many risks, so a highly unlikely catastrophic event that the insurer

has never experienced may be an everyday occurrence for the reinsurer. The threshold d

can be chosen to maximize the insurer’s expected utility at the end of a �scal period [36].

The VO may not want to expose its inner workings to a reinsurer to obtain stop-loss

coverage. If the VO does not purchase a stop-loss policy, its members must understand that

if never-before-seen catastrophic events occur, the insurer’s claims may exceed its capital.

Once the VO members have set a bound " for their insurer’s chance of eventual ruin and

decided how risk-averse (�) the insurer is, then ruin theory ([57], pp. 87-111) speci�es the
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minimum capital the insurer needs to keep the chance of ruin below ".

In a traditional ruin theory, an insurer’s cash balance is modeled as the net e�ect of two

cash 
ows on its startup capital, namely, the premiums paid by consumers and the damage

claim payments made to producers. This stochastic process is de�ned as follows:

W (t) = wI + ct � S(t); t � 0;

where W (t) is the insurer’s capital or wealth at time t, wI = W (0) is the initial capital, c

is the constant premium income per unit of time, and S(t) = X1 + X2 + � � � + XN(t) with

N(t) being the number of claims up to time t, and Xi being the size of the ith claim.

An important point to remember is that the classical ruin theory assumes that the

premium income is constant at the rate of c per unit of time and that the insurer incurs a

sequence of claims that are mutually independent and identically distributed with a common

distribution function. The arrival of claims is assumed to follow a Poisson process.

Under these assumptions, we can derive the following inequality for the ruin probability

	(wI):

	(wI) � e�RwI ;

where wI is the initial capital and R is a parameter called the adjustment coe�cient.

In the case of an exponential utility function, R is just its risk aversion index � that

leads to an annual premium c. Thus, 	(wI) � e��wI , or

" = e��wI , i.e., � =
1

wI

j log "j; (4.3)

where � is the insurer’s risk aversion index, wI is its initial capital, and " is the upper bound

on ruin probability. Even if the insurer does not experience tail events, the chance of ruin

may approach " due to bad luck. For example, if there is a .001 independent chance of rain

each day, it can still rain for ten days in a row. Given its current capital and �, an insurer

can apply Formula 4.3 periodically to determine whether the current upper bound "0 on

the chance of ruin is still below ", and work to increase capital if not (reinsurance, higher
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premiums, capital injection, tighter rules on what can be shared and for what purposes).

Even when the models are correct, the insurer still might go bankrupt due to extreme bad

luck, but the VO can cap the chance of that happening, at a level that the VO is comfortable

with. The banking industry provides a real-world example of how to cap the risks. If all

depositors want their money back from a bank, they might not get it back, because the bank’s

investments may have gone bad or might not be liquid. The bank regulators have adopted

certain thresholds and related rules to help ensure that banks remain solvent and can meet

the daily needs for cash. Banks do fail anyway, so bank regulators periodically inspect banks

to detect the approach of failure and prevent it, and nations have the equivalent of the US

Federal Deposit Insurance Corporation (FDIC) to help out when a failure does occur.

For correlated risks or unsteady premium income, the insurer will need to perform

lengthy simulations to determine the chance of ruin, as discussed later.

4.2.3 De�ning Classes of Risks

If the insurer does not know the probability distribution of a new risk X , it cannot use

Formula 4.2 to set the premium. If risks are correlated but X ’s distribution is known, then

the insurer can still use Formula 4.2 to set the policy premium for a new access request.

However, Formula 4.3 no longer applies, so issuing the policy might push the chance of ruin

above ". To ensure that this does not happen, the insurer can run simulations to compute

the probability of ruin, but this is a very lengthy process. Another potential problem is that

after estimating the parameters of a distribution for observed claim data, tests of goodness of

�t (e.g., chi-square, Kolmogorov-Smirnov, Anderson-Darling) may report that the observed

data is unlikely to have been drawn from the distribution it has been �tted to.

Preanalysis o�ers a solution to these problems. The VO members can identify all the

classes of insured access requests that they might like to allow in the future. Similar to

traditional access control, each class might be represented by a type of information (e.g.,

clusters de�ned according to resource type or other metadata), a group of VO members

allowed to access this data (e.g., clustered by roles or other certi�ed attributes), and con-

straints on the context (e.g., when, where, and for what purpose) under which such accesses
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are to be permitted. For example, map producers may be willing to share their Asia maps

with any appropriately insured VO member.

The insurer must subdivide classes until all risks (i.e., expected total policy claims)

in the same class �t the same probability distribution, and then use that distribution to

determine the (identical) premium for all policies to be issued in that class. Subdividing a

class can be approached as a mixture model problem [45], where subclasses all belong to

the same family of distributions, but with di�erent parameters. Expectation maximization

is popular for creating mixture models. Real-world claim sizes for many kinds of policies

are exponentially distributed, so subdivision is not as daunting as it might sound. Without

subdivision, high-risk and low-risk sharing may be lumped into the same class, and the

insurer cannot give lower premiums to the former group. Then the low-risk policies will

subsidize the high-risk ones, as if careful and accident-prone drivers had to pay the same

amount for auto insurance. Since the VO’s insurer is a monopoly, it need not fear adverse

selection, where all the good risk takers move to an insurer that o�ers them lower premiums.

But good risk takers will demand a fairer approach that gives them a class of their own,

with lower expected claim sizes and hence lower premiums. The insurer can also bene�t,

through more accurate prediction of future claims, thus lower chance of ruin and steadier

pro�ts. But the classes must not become so small that the claims history for a class is too

small for statistical signi�cance of tests of goodness of �t, i.e., there is not enough data to

compute its distribution’s parameters within a desired error bound.

The insurer must periodically check that recent claims history is consistent with what

it expected, by rebuilding its probability distribution for historical claims data for a class,

and looking for changes and trends that may suggest premium changes. To help with this

task, the insurer can employ actuarial credibility theory ([57], pp. 203-227), which helps a

model-builder extrapolate from a small sample that is highly relevant (recent history), by

exploiting a large set of data that is not quite so relevant (the rest of history). Actuarial

credibility theory is an o�shoot of credibility theory, which is devoted to determining how

to weight a recent track record against the longer historical data for a class of risk. As

usual, the parameters of the resulting distribution determine how to set premiums, and its
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goodness of �t determines whether the class boundaries need to be adjusted.

Preanalysis also helps the insurer with the problem of ensuring that its chance of ruin

will not exceed " once it issues a new policy. With correlated risks, computing the chance of

ruin requires lengthy simulations. Positively correlated risks can signi�cantly increase the

overall risk, while the aggregate risk of policies with negatively correlated claim sizes can

be lower than the sum of their individual risks. Thus as discussed in the previous chapter,

the insurer can use portfolio management theory from the �nancial engineering community

to reduce its overall risk by diversifying the types of risk assumed. The insurer can analyze

historical data to estimate the correlations between risks of di�erent classes in advance, run

simulations to estimate the chance of ruin given particular numbers of policies in each class,

and use the simulation results to cap the number of policies sold in each class. Setting the

caps is an optimization problem that we do not consider in this thesis. In practice, many

risks will diminish over time, so that no new claims on a policy will be expected after a

certain point; subsequently, the policy can be excluded or discounted when determining

whether the cap has been reached.

4.2.4 Purchase Decisions

A consumer can use decision theory to determine its expected �nancial bene�t from accessing

a piece of information. Then the consumer must decide whether the bene�t is worth the

price of the policy. Because the consumer’s bene�t is uncertain and the consumer is risk-

averse, it is too simplistic to buy the policy as long as the expected bene�t exceeds the

premium. Instead, consider the following inequality, which is similar to the Principle of

Equivalent Utility:

E[u(w + Y � P )] � u(w); (4.4)

where u is the consumer’s utility function, w is its capital (or wealth) that it can use to buy

policies or anything else, and Y is a random variable representing the consumer’s expected

additional value (or revenue) from accessing the information. Let the consumer have an

exponential utility function with parameter �c. Then from Formula 4.4, we can derive the
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maximum premium P + the consumer is willing to pay:

P + = �
1

�c

log(mY (��c)); (4.5)

where mY (��c) = E[e��cY ] is the moment generating function of a random variable Y

around ��c. Thus, the consumer buys the policy if the premium is no more than P +,

re
ecting the expected bene�t and the chance that he might be worse o� after using the

information. As noted earlier, traditional actuarial methods do not provide this sort of

decision theoretic formula to compare policy prices with possible monetary bene�ts.

4.2.5 Rewarding Good Risk-takers

In the discussion so far, the insurer sets premiums based solely on the class of risk, i.e.,

the type of consumer, information, and circumstances of access. The VO can bene�t by

encouraging good risk-takers, i.e., consumers whose insured accesses do not result in claims,

by giving them lower premiums. This is called a bonus-malus system ([57], pp. 135-146),

a branch of credibility theory. Though much more sophisticated methods are available, we

adopt the simple and e�ective Dutch system ([57], p. 136-138), still used for auto insurance

in the Netherlands.

Table 4.3 shows the Dutch bonus-malus system. The system has 14 steps, each with its

own weight, which is a discount factor to be multiplied with the policy price obtained by a

premium principle. Consumers in step 8, for instance, need to pay only half of the original

premium price. New insureds enter at step 2, with premium level 100%. These steps are

updated at policy renewal, using the transition table at the bottom of Table 4.3. Consumers

with no claims in the previous period ascend one step and get lower premiums, but those

with claims �led against their policies descend several steps, resulting in higher prices. For

access control, this scheme can be applied in a coarse-grained manner, i.e., to each user

across all their policies; or to each user based on their track record for a particular class of

information and/or under particular circumstances.
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Table 4.3: Dutch Bonus-Malus System: Frequent claim �ling results in unfavorable price
weights.

Step 1 2 3 4 5 6 7 8 9 10 11 12 13 14
Weight 1.2 1.0 0.9 0.8 0.7 0.6 0.55 0.5 0.45 0.4 0.375 0.35 0.325 0.3

0 claims 2 3 4 5 6 7 8 9 10 11 12 13 14 14
1 claim 1 1 1 1 2 3 4 5 6 7 7 8 8 9
2 claims 1 1 1 1 1 1 1 1 2 3 3 4 4 5
� 3 claims 1 1 1 1 1 1 1 1 1 1 1 1 1 1

4.2.6 Bootstrapping the Insurer

In deciding what types of sharing will be allowed, VO members must be careful to align

members’ individual incentives with the shared purpose that brought the VO together,

so that a consumer’s bene�t is also a bene�t for the VO. Otherwise, sharing will bene�t

individual members but not necessarily advance the purpose of the VO. If incentives are

aligned, then every act of sharing has an expected net positive bene�t for the VO, no matter

how the risks of di�erent acts may be correlated. To help align incentives, the VO can o�er

an incentive scheme that rewards consumers with wages when their use of shared information

bene�ts the VO as a whole. Molloy et al. [71] present an abstract model of a VO member’s

wage as a function of her own pro�t and the pro�t of all members, plus a base salary. The

key for this scheme is how to choose the function so that making optimal decisions for the

VO as a whole is in the member’s best interest. With the right function, rational members

will try to request insured accesses whose expected outcomes are aligned with the common

goal of the VO.

The bene�ts directly attributable to insured access must be weighed against the oppor-

tunity cost to the members who contributed the insurer’s capital reserves. As an extreme

example, if no sharing takes place, then the opportunity costs far outweigh the non-existent

bene�ts from sharing. However, if insured access is as popular and bene�cial among VO

members as they expected it to be when they set up the insurer, then the opportunity costs

of capital reserves for consumers will be o�set by their realized gains due to sharing. The

VO can start with modest capital reserves, and add to them as insured access becomes more

popular.
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At startup, an insurer may have no historical claim information of its own. It may be

able to use historical data from other organizations. If some relevant data is available for

modeling a risk, but not enough for statistical signi�cance, the insurer can use actuarial

credibility theory to extrapolate from the relevant data plus a large set of slightly related

data, to provide better risk estimates. With regard to rare events, the insurer can also use

extreme value theory to obtain better estimates of the tail parts of risk distributions from

available data. Even without historical data, actuaries manage to estimate future claim

amounts for new classes of risks, including such exotic risks as alien abduction and damage

to the legs of Heidi Klum, Michael Flatley, and Mariah Carey [1]. Thus we can assume that

actuaries will be able to get the system o� the ground.

At startup, the insurer must determine the fees and/or pro�t-sharing scheme for the

producers. Perhaps the simplest pro�t-sharing approach is to wait until the end of a �scal

period, calculate the level of capital that the insurer must retain for probability of ruin

", and distribute the excess capital among the producers. More sophisticated methods

distribute the insurer’s funds in excess of the optimal dividend barrier, which maximizes the

total expected present value of the distributions (dividends) before ruin; there is a simple

closed-form formula for the optimal dividend barrier under the common assumption that

claim sizes follow an exponential distribution [48]. Once the barrier is set, VO members

must decide whether to distribute the pro�t evenly or according to each producer’s amount

of sharing, risk assumed, bene�t derived by consumers, or any other factor.

4.2.7 Techniques for Estimating Probability Distributions for

Damages and Bene�ts

In this thesis, we are assuming that perfect information is available, i,e., we know the prob-

ability distributions of random variables for damages and bene�ts. However, obviously this

is not the case most of the time. Thus, we need to estimate them through past experiences,

and we present one way to do this from a historical record below.

For the sake of simplicity, we limit the following discussion to the case where damage

ci;j occurs to producer Pi with probability qi;j and damage c0
i;j occurs with probability
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(1 � qi;j) when consumer Cj purchases a policy to access the information. In other words,

the expected damages to producer Pi when consumer Cj purchases a policy to access the

information is represented by

qi;jci;j + (1 � qi;j)c0
i;j :

ci;j will likely be a large value to re
ect the damage to Pi for releasing information that

results in a realized risk (intuitively, qi;j is the probability that a rare bad thing happens due

to insured access to information). We try to estimate the probability qi;j from the historical

record.

We denote the estimated values of qi;j after we observe past results k times as qk
i;j . Before

we observer the �rst result, we need to initialize q0
i;j . If we have prior knowledge, we can

set these initial values accordingly. If not, we may use arbitrary values such as 0:5. After

estimating these probabilities qk
i;j , we can use them as qi;j for the subsequent insured access.

We show how to estimate qk
i;j below.

Suppose we observe that a bad thing happened to Pi r times and that it didn’t happen

k � r times. Based on these observations, we estimate the probability qi;j . The simplest

way to do this is to use maximum likelihood estimation. We get the estimated probability

qk
i;j =

r

k

when we use maximum likelihood estimation.

For example, suppose the insured access occurred three times and the damages to Pi

when Cj buys a policy for insured access are c0
i;j , ci;j , and c0

i;j (i.e., ci;j appears once and

c0
i;j appears twice). Then, q3

i;j = 0:33.

Although maximum likelihood estimation is a reasonable way, it does not work so well

if the number of samples (i.e., observations) is small. This is especially true if the actual

probability qi;j is very small and thus we cannot observe that a bad thing happens during

the repeated plays of the game. In such a case, if we use maximum likelihood estimation,

qk
i;j becomes 0, which is obviously not what we want.

To address this problem, we can use smoothing techniques. All smoothing methods try
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to (1) discount the probability of phenomena (i.e., a bad thing happened or didn’t happen)

observed in the repeated plays of the game, and (2) re-allocate the extra counts so that

unobserved phenomena will have a non-zero count. We show some of these techniques

below.

� Additive Smoothing In this technique, a constant � is added to the counts of each

phenomenon. When � = 1, it is called Laplace Smoothing. The estimated probability

with Laplace Smoothing is

qk
i;j =

r + 1

k + 2
:

Here, 2 is added to k in the denominator because there are 2 types of phenomena (i.e.,

a bad thing happened or didn’t happen) in an insured access. Generally speaking, we

add the number of possible phenomena to the denominator.

One problem of this technique is that all unobserved phenomena get equal probabili-

ties, though this is actually not a problem when there are only two phenomena (i.e., a

bad thing happened or didn’t happen). We can use a reference model qref to discrim-

inate unobserved phenomena. Some of the techniques explained below use a reference

model.

� Absolute Discounting In this technique, a constant � is subtracted from the counts

of each phenomenon. The estimated probability with Absolute Discounting is

qk
i;j =

max(r � �; 0) + �kuqref

k
;

where ku is the number of unique phenomena in the repeated plays of the game.

� Linear Interpolation, Jelinek-Mercer This technique shrinks the probability uni-

formly toward qref . The estimated probability with Linear Interpolation (Jelinek-

Mercer) is

qk
i;j = (1 � �)

r

k
+ �qref ;

where � is a parameter.
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� Dirichlet Prior/Bayesian This technique assumes a pseudocount �qref . A pseu-

docount is an amount added to the number of observed cases in order to change the

expected probability in a model of those data, when not known to be zero. The

estimated probability with Dirichlet Prior (Bayesian) is

qk
i;j =

r + �qref

k + �
=

k

k + �

r

k
+

�

k + �
qref ;

where � is a parameter.

� Good Turing This technique assumes the total number of unobserved phenomena

to be n1 (the number of phenomena observed exactly once), and adjusts the observed

phenomena in the same way. For each count r, we compute an adjusted count r�:

r� = (r + 1)
nr+1

nr

;

where nr is the number of phenomena observed exactly r times. Then, the estimated

probability with Good Turing is

qk
i;j =

r�

k
:

4.3 Simulation Experiments

In this section, we use discrete event simulations to con�rm that the theory presented in

the previous section correctly predicts the likely outcome of insured access in a simulated

example scenario, and to understand the e�ect of di�erent parameters on the outcome. Our

results show that on average, the expected capital of each VO member, the insurer, and the

VO as a whole does grow over time. We also examine the insurer’s probability of ruin as a

function of its degree of risk aversion. Testing the techniques for estimation of distributions

from claims data is beyond the scope of this thesis, as real claims data is not available to

us.

We have open-sourced the simulator and it is available on the author’s GitHub repository

under the name IASimulator [17]. Our simulator is written in C++, and uses the Boost

63



Figure 4.2: Screenshot of GUI for IASimulator

C++ Libraries [7] and their Math Toolkit. The simulator is a command line interface tool,

but we have also developed a graphical user interface (GUI) for it so that we can quickly

examine how simulation results change with various parameter values. This GUI tool still

uses the same C++ logic, but its GUI parts are written in Objective-C and it can run on

OS X. Figure 4.2 shows a screenshot of this GUI tool.

4.3.1 Experimental Setup

The simulations model a scenario where the VO is partitioned into producers and consumers.

Each producer produces one map, which is unique across all producers. Some maps are more

sensitive than others, depending on who the consumer is. This sensitivity is re
ected in the

parameters of their distributions of claim sizes, and thus in their premiums.

We model each insured access as an independent (uncorrelated) risk. We model the
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Figure 4.3: Upper Bounds on Ruin Probabilities: An insurer with a large risk aversion index
has only a small probability of eventual ruin.

arrival of requests for insured access using a separate Poisson process for each consumer.

For purchased policies, we model the arrival of claims using one Poisson process for each

issued policy. The process starts only after the policy is issued, and we limit it to at most

one claim per policy. From a global perspective, several claims and access requests may

arrive at the same time step of the simulation.

For the reasons discussed earlier, we price policies using the Exponential Principle, and

use Formula 4.5 for consumers’ policy purchase decisions. We consider a range of values

for the Exponential Principle’s parameter �, which is the insurer’s degree of risk aversion.

Figure 4.3 shows the upper bound " on the probability of eventual ruin from Formula 4.3,

with a range of risk aversion indexes for the insurer and a �xed initial capital, with and

without a log scale. This �gure is intended to help the reader visualize the impact of risk

aversion on the chance of ruin; note, however, that Formula 4.3’s assumptions do not quite

hold in our simulations, as the insurer’s income from premiums will not be constant at each

unit of time and the insured accesses will not all have identical claim size distributions.

For each potential insured access, the consumer expects a certain bene�t, modeled as

a random variable, against which the premium must be weighed. The consumer’s pro�t is

its actual bene�t minus the premium it paid. Real consumers could bene�t from collecting

data on their actual bene�ts and determining their distribution for each class, e.g., using

the maximum likelihood estimation suggested earlier for modeling historical claim size data.
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Absent data on actual bene�ts, the exponential family of distributions is widely used in

many disciplines for modeling outcomes of various kinds of transactions. Among the many

members of the exponential family, normal distributions are common and easy to visualize,

so we use normally distributed bene�ts. We model the receipt of bene�t from insured

accesses with a separate Poisson process for each access. The bene�t’s process starts only

after the policy is issued, and the bene�t arrives at most once per policy. For any Poisson

process, the time between each pair of consecutive events is exponentially distributed.

For total claim sizes, which we refer to simply as claims, we adopt two distributions

from the exponential family, which is widely used for modeling claims. The �rst is a normal

distribution. However, a normal distribution can overestimate the total claims on a policy,

because if one waits long enough when using a Poisson process for claim arrival, a claim

will eventually arrive for any given policy. In contrast, in real life many policies never have

any claims at all. The zero-adjusted gamma distribution (ZAGA) [84] is very e�ective at

modeling this situation, because it explicitly models the chance of there being no claim at

all. Thus when a claim arrives under the Poisson process, the ZAGA distribution explicitly

models the chance that the \claim" is for $0. The ZAGA distributions we used have fatter

tails than the normal distributions, thus illustrating the impact of rarer events.

The probability density function of a Zero-Adjusted Gamma distribution (ZAGA) is

de�ned by

f(x; k; �; q) =

8

>

<

>

:

q 1
�k

1
�(k) xk�1e� x

� if x > 0

1 � q if x = 0

for x � 0, 0 � q � 1 and k; � > 0. Here, k and � are shape and scale of the usual gamma

distribution, respectively, and q is the probability of the random variable x being positive.1

Informally, we can say that ZAGA is derived by putting probability mass 1 � q at x = 0 on

the usual gamma distribution. This is a helpful property to represent claim sizes because

policy holders don’t �le claims so often (no claims with probability 1� q), but when they do

(positive size claims with probability q), the claim sizes can be very large, which can be well

1Alternatively, q can be de�ned the other way around, i.e., as the probability of the random variable x

being 0, as done in [84].
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Table 4.4: Mean, Variance and Moment Generating Function of ZAGA

Mean qk�
Variance q(k�)2(1 � q + 1

k
)

Moment Generating Function (1 � q) + q(1 � �t)�k for t < 1
�

Table 4.5: Parameters Used in Simulation: Parameters are set so that bene�ts tend to be
larger than claims.

Parameter Value

# of runs 1,000
# of producers 10
# of consumers 10
distributions for bene�ts Normal
mean of Normal distribution for bene�ts random sample from Uniform(1.0, 1.5)
standard deviation of Normal distribution for bene�ts random sample from Uniform(0.25, 0.5)
consumers’ utility function Exponential Utility
parameter �c for consumers’ exponential utility random sample from Uniform(0.1, 10)
insurer’s initial capital wI 10
consumers’ initial capital w 10

distributions for claims Normal
mean of Normal distribution for claims random sample from Uniform(0.5, 1.0)
standard deviation of Normal distribution for claims random sample from Uniform(0.1, 0.35)
insurer’s utility function Exponential Utility
parameter � for insurer’s exponential utility 0.01, 0.1, 1, 10, 25, 50, 100

distributions for claims Zero-Adjusted Gamma (ZAGA)
probability of positive size claims happening random sample from Uniform(0, 0.2)
shape k of ZAGA for claims random sample from Uniform(5, 10)
scale � of ZAGA for claims 0.999
insurer’s utility function Exponential Utility
parameter � for insurer’s exponential utility 0.01, 0.1, 0.25, 0.5, 0.75, 1

modeled by the gamma distribution. The mean, variance and moment generating function

of ZAGA can be calculated as shown in Table 4.4.

When a consumer requests an insured access, IASimulator chooses its producer uniformly

at random from the producers it has not purchased from previously. The rationale is that

once a consumer has purchased a particular map, it does not need to purchase that map

again.

The simulation parameters are shown in Table 4.5. Global parameters, parameters for

the normal claim distribution, and those for the ZAGA claim distribution are shown at the
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top, middle, and bottom of the table, respectively. When a consumer requests a policy, the

insurer uses the Exponential Principle to set the premium for the policy. The consumer

computes its expected bene�t from the insured access, then uses Formula 4.5 to determine

the maximum premium it is willing to pay. If this is less than the quoted premium, the

consumer buys the policy. Each consumer has its own parameter �c for risk aversion, chosen

uniformly at random from [.1, 10], and hence its own maximum premium for a particular

map.

The simulation has to use concrete numbers for the bene�t of accessing maps and for

claim sizes. For each map, we choose an average bene�t uniformly at random in [1.0, 1.5],

with its average claims drawn uniformly at random from [.5, 1] for the normal distribution.

For the normal distributions, the range of possible means of claims and bene�ts is narrow and

relatively close, as otherwise the outcome of the simulation will be dominated by the larger

values. For the normal distributions, standard deviations are set so that three standard

deviations from the mean (a reasonable threshold for tail events) is at most twice the mean,

so that the tail starts by 3 for bene�ts and by 2 for claims. The ZAGA distributions are

chosen so ZAGA claims have the same average amount as normally distributed claims. This

means that when there is a non-zero ZAGA claim with probability 0.1 on average, its average

amount is ten times higher than the average value under the normal distributions. To avoid

dull simulations where the quoted premiums are usually larger than the maximum premium

the consumer will pay, the mean of the distributions for bene�ts is generally larger than

that for claims. The average claim size is equal to the premium under the Net Principle,

which in turn is less than the premium under the Exponential Principle, which governs what

the consumer will pay. In the simulation, premiums do not include a fee for the insurer or

producer, and we do not share pro�ts, so producers break even. We simulate the behavior

of 10 consumers and 10 providers and track the wealth (capital) of each consumer plus the

insurer, each of whom has an initial capital of 10 for sharing. The bene�t from sharing comes

from outside the VO, i.e., it is not taken from other VO members’ capital. The insurer’s

initial capital is rather low, a deliberate choice to allow us to investigate ruin empirically.

The simulation needs concrete � parameters for the Poisson processes’ exponentially-
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Table 4.6: Parameter � of Exponential Distribution: � is set so that claims are �xed usually
later than bene�ts being �xed and the inter-arrival time of consumers is generally longer
than the delays of claims/bene�ts being �xed.

Time Parameter � of Exponential Distribution

Inter-arrival time of consumers random sample from Normal(0.2, 0:012)
Delay of claims being �xed random sample from Normal(0.5, 0:012)
Delay of bene�ts being �xed random sample from Normal(1.0, 0:012)

distributed inter-arrival times. As shown in Table 4.6, we choose the � parameters randomly

from a normal distribution, with the means of the distributions chosen so that bene�ts

typically arrive before claims, and consumers usually make their next insured access request

after the previous request’s bene�ts and claims are known. That translates to an average

of �ve time steps between requests from the same consumer, two time steps for the claims

on a new policy to arrive, and one time step to learn the bene�ts of an insured access. We

run the simulation 100 time steps, which is about twice as much time as consumers usually

need to get a chance to buy all 10 maps, with this range of Poisson parameters. We repeat

the simulation 1,000 times and report the averages across all simulations. We computed the

standard error for each reported average, as the standard deviation divided by the square

root of the number of runs. The resulting error bars were too small to be observed, so we

do not include them in the �gures.

In addition to the capital of the insurer and the VO consumers, we present the ruin

ratio, which gives the chance of insurer insolvency for a given level of insurer risk aversion.

The ruin ratio is the fraction of runs where the insurer’ capital became negative. In runs

where ruin occurs, we assume that the VO loans the insurer enough funds to continue to

pay claims until it is back in the black. Thus the simulation continues even after ruin, on

borrowed funds.

We also evaluate how bonus-malus systems a�ect the capital of principals, using the

Dutch system explained earlier. The steps of consumers are updated every �ve time units

according to the transition table, based on their number of claims in the previous period. To

di�erentiate between good and bad risk takers, we set the probability of the ith consumer

causing a claim to i/10 as shown in Table 4.7. When we want to model situations where
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Table 4.7: Probability of Causing Claims: Probabilities are set so that consumers with
larger IDs tend to cause more claims.

Consumer ID 1 2 3 � � � 10

Probability of causing claims 0.1 0.2 0.3 � � � 1.0
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Figure 4.4: One-Round Simulation Results: The x-axis is the insurer’s risk aversion index
and the y-axis is average pro�ts. When the insurer is more risk averse (i.e., a larger value
for the risk aversion index �), fewer transactions take place and pro�ts are smaller.

consumers don’t cause claims based on these probabilities, our simulator doesn’t make events

in which corresponding damages materialize. Other parameters for this experiment are the

same as those used in the discrete event simulations explained in the previous subsection.

4.3.2 Experimental Results

Figure 4.4 shows the result of the one-round simulations, i.e., the simulation of a single

timestep. The three lines in each graph are for the average pro�t of the insurer, the average

of the sum of pro�ts of consumers, and for the average of the sum of pro�ts of all principals

(i.e., the insurer and the consumers). Note that the pro�ts of producers are not shown here

because they don’t get any pro�ts (but don’t incur any loss either) in this set of simulations.

These �gures show that a more risk averse insurer (i.e., larger risk aversion index � value)

tends to have smaller pro�ts because the number of transactions decreases as � gets larger.

An exception is that the insurer’s pro�t is smaller with very small � values. This is because

the risk seeking insurer allows many risky transactions and as a result it has to pay the
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Figure 4.5: Discrete Event Simulation Results: The x-axis is the insurer’s risk aversion
index and the y-axis shows the average capital at the end of the run, as well as the ruin
ratio (fraction of runs that led to ruin). More risk averse insurers have less capital but a
smaller chance of ruin, and sell fewer policies.

claims caused by such risky transactions. We also con�rmed that the standard deviation of

pro�ts and that of the number of transactions also decrease as � gets larger. These results

con�rm that the risk aversion index is working as expected in our approach.

Now, we show the results of the multiple-round simulations, i.e., the simulation of multi-

ple time steps. Figures 4.5a and 4.5b present the average capital at the end of the discrete-

event simulation. The three lines in these graphs give the average capital of the insurer, the

average sum of capital across all consumers, and the average sum of the capital of the insurer

and the consumers. Figures 4.5c and 4.5d present the ruin ratio, which is rather large when

the risk aversion index � is small and claims follow ZAGA distributions, even though the ruin

ratio is always 0 when claims follow normal distributions. This is because claim sizes can be
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Figure 4.6: Bonus-Malus System Simulation Results: The x-axis is the insurer’s risk aversion
index and the y-axis is average capital at the end of the run. Consumers who cause fewer
claims have more capital, if the bonus-malus system is enforced.

quite large under a ZAGA distribution, even though the average claim is generally smaller

than the average bene�t. More concretely, if we ignore the chance of a $0 claim with ZAGA

and instead assume that claims are always positive, then for ZAGA’s parent family of gamma

distributions, the average claim size is k� = (5+10)=2�0:99 ’ 7:5, while the mean claim size

once $0 claims are taken into account as in ZAGA is just (0+0:2)=2�7:5 = 0:75. In contrast,

the average claim size when claims follow a normal distribution is always (0:5+1:0)=2 = 0:75.

These �gures show that the more risk averse insurer (i.e., larger �) has less capital but a

lower ruin ratio, because the number of insured accesses decreases as � gets larger. Although

the upper bounds on ruin probability in Figure 4.3 rely on assumptions not satis�ed by our

experiments, Figure 4.5d shows that these upper bounds are actually very good approxima-

tions. The ruin ratio for ZAGA claim distributions is rather large, due to the insurer’s low

initial capital and the high $7.5 average claim size. In practice, as discussed earlier, the VO

must start with su�cient capital for its planned portfolio size and take corrective action if

the ruin probability approaches the VO’s cap.

We also evaluated how bonus-malus systems a�ect the capital of principals, and Fig-

ure 4.6 shows the results with normal claim distributions, with and without a bonus-malus

system. These �gures show the average capital of each consumer at the end of the run.

These graphs show that consumers who cause fewer claims (i.e., those who have smaller ID
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Table 4.8: Parameters Used in Parameter Space Exploration Experiments.

Parameter Values

# of producers 1, 5, 10, 25, 50, 100, 500, 750, 1000
# of consumers 1, 5, 10, 25, 50, 100, 500, 750, 1000
insurer’s initial capital wI 5, 10
parameter � for insurer’s exponential utility 0.01, 0.1, 1, 10
duration of discrete event simulation 100, 250, 500

numbers) have more capital when the bonus-malus system is enforced2. Without bonus-

malus, there are no such di�erences among consumers. These results con�rm that the

bonus-malus system can reward good risk takers and punish bad ones. This is a big step

forward for access control because a bonus-malus enforced system can automatically adjust

itself to users’ recent activities so that it can encourage more bene�cial information sharing

with smaller probability of misuse of information while discouraging information accesses

that are prone to result in bad outcomes.

4.3.3 Parameter Space Exploration

The simulation experiments so far examined the e�ectiveness of insured access, but they

have not throughly examined the parameter space. In this section, we perform systematic

large-scale simulations by varying parameter values to examine which parameters have the

biggest impact on the system.

We focus on parameters that are not well examined in the previous section and vary

parameters as shown in Table 4.8. The other parameters are the same as shown in Table 4.5.

The results shown in this section are derived using a normal distribution for claims. We also

tried ZAGA distribution, but we omit its results here because the use of ZAGA distribution

didn’t give us additional insights.

In many of the results, we can see two major phenomena: saturation and underutilitiza-

tion. Saturation occurs when every consumer accesses every possible piece of information.

In the situation of underutilization, on the other hands, relatively few accesses have been

2When we did the same experiment with ZAGA claim distributions, bonus-malus did not signi�cantly
impact capital, as ZAGA distributions already model the probability of �ling claims.
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Figure 4.7: Ruin Ratio: The row is the number of producers (np) and the column is that of
consumers (nc). The duration of the simulation is 250 timesteps. The insurer’s risk aversion
index � and its initial capital wI are varied as shown in the caption of each heat map.
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Figure 4.8: Sum of Capital: The row is the number of producers (np) and the column is
that of consumers (nc). The duration of the simulation is 250 timesteps. The insurer's risk
aversion index � and its initial capital wI are varied as shown in the caption of each heat
map.
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